A=
An American Strategy
for Cyberspace

Advancing Freedom, Security, and Prosperity

JEFFREY A. EISENACH * CLAUDE BARFIELD
JAMES K. GLASSMAN ¢ MARIO LOYOLA* SHANE TEWS

JUNE 2016

“*‘ j, 1 3 A e “\
¥ ’ WITH A FOREWORD BY
<

Vi 1 3 .‘.‘"'1 ), :

) P n K¥ SN &
NSE . R EN |-"-l\\t«\§J NS




An American Strategy
for Cyberspace

ADVANCING FREEDOM, SECURITY, AND PROSPERITY

JEFFREY A. EISENACH * CLAUDE BARFIELD
JAMES K. GLASSMAN ¢ MARIO LOYOLA+* SHANE TEWS

WITH A FOREWORD BY MIKE DANIELS

JUNE 2016

AMERICAN ENTERPRI'SE I NSTITUTE



© 2016 by the American Enterprise Institute. All rights reserved.

The American Enterprise Institute (AEI) is a nonpartisan, nonprofit,
501(c)(3) educational organization and does not take institutional posi-
tions on any issues. The views expressed here are those of the author(s).



Table of Contents

(20134211170 ] 1] b RN v
ABOUT THE GLOBAL INTERNET STRATEGY PROJECT ......cccceieieieieieieieieenennnnne. Vi
GLOBAL INTERNET STRATEGY PROJECT NATIONAL ADVISORY BOARD.............. iX
EXECUTIVE SUMMARY w.....ciuiiitieieirieietetcierececereccacecescssececessscscesescsssceseseces 1
CHAPTERL. INTRODUCTION......ccccutuimiuininieieieieieieieieieienecesesestiecesecesesecenenes 5
CHAPTERII. CREATING A STRATEGIC FRAMEWORK FOR US CYBER POLICY........ 9
The Nature of the Challenge 9
Elements of a Strategic Framework 10
CHAPTERIIIL. INTERNET FREEDOM AND HUMAN RIGHTS ......cccceceieieiaennnnnnne. 13
Opportunities and Challenges 13

The Internet as an Engine of Freedom and Prosperity 13

The Authoritarian Challenge to Internet Freedom and the US Response 14

Internet Governance and Online Freedom 18

The Private Sector’s Role 20

Principles and Policies 22
CHAPTERIV. INTERNATIONAL TRADE AND DIGITAL COMMERCE ................... 28
Opportunities and Challenges 30

The Challenge of China 30

Issues Affecting the EU 33

Barriers to Data Flows 35

Encryption 36

Developing a Comprehensive Digital Trade Strategy 37

Principles and Policies 39




AN AMERICAN STRATEGY FOR CYBERSPACE

CHAPTER V. CYBERCRIME AND LAW ENFORCEMENT ......cccceeiiuieieninrnranennnnnes 46
Opportunities and Challenges 46

New Threats, New Defenses: The Internet Arms Race 46

Getting the Incentives Right: The Role of Cybersecurity Insurance 49
Empowering Global Internet Law Enforcement 49

CISA and the Need for Information Sharing 51

Principles and Policies 52
CHAPTER VI. CRITICAL INFRASTRUCTURE AND CYBER DEFENSE .................... 57
Opportunities and Challenges 57
Cyber Threats to National Security 57

Developing New Doctrines 59

Developing Norms of Conduct: The International Law of Cyberwar 60

Defending Critical Infrastructure and Civilian Federal Agencies 61

Principles and Policies 63
CHAPTER VII. CONCLUSION AND SUMMARY OF FINDINGS .......cccceuverenrnnnnnns 70

ABOUT THE AUTHORS........ccueuininininiiininrninrecntecetecececacesececesasecesssnsnsnsnsanes 71

iv



Foreword

By Mike Daniels, Chairman, National Advisory Board, AEI Global Internet Strategy Project

AEI’S Global Internet Strategy (GIS) Project was
conceived in 2014 with the goal of developing
a comprehensive US strategy for the global Internet.
The project is premised on the belief that the US must
advance American ideals of personal freedom and human
flourishing, protect our national security, promote global
trade and commerce, and achieve the digital revolution’s
potential to improve human welfare on a global scale.

Why do we believe this? We know, first, that the
Internet has brought and can continue to bring with it
benefits almost beyond imagining. But we also know
that the theft of intellectual property from US commer-
cial firms is costing hundreds of billions of dollars per
year; that theft of vital national security information and
civilian records from the US government has reached
crisis levels; that nation-states, criminal elements, and
technology-savvy organizations have cyber operations
targeting our nation around the clock; and that authori-
tarian governments are turning the promise of the Inter-
net on its head by using it as a tool of censorship and
oppression. We see no end in sight to these challenges
as we move further into the global digital age. Without
a coherent and comprehensive US strategy to address
them, our nation is being picked apart piece by piece in
the new digital world.

What have we learned? We have learned that experts,
ordinary citizens, and those on the frontlines of the bat-
tle day and night are frustrated, are deeply concerned,
and believe that what we are doing now is not working.
We have learned that we need a different approach and
we need it now.

To address these challenges, we have brought
together experts, scholars, public officials, technologists,
and business leaders to assess current policies, future
challenges, and potential new strategies. Our ultimate

objective is to devise specific recommendations that
together constitute a comprehensive, implementable
strategy for current and future government leaders. This
initial report represents the culmination of more than
two years of that effort. A second report, refining the
analysis and expanding on the recommendations, will be
released in the months ahead.

We hope that this report and the rest of our work to
follow will serve as a call to national action. The issues
addressed in this project are at the heart of the sea
change in our new and challenging digital world. The
sooner we engage in a serious national debate about this
range of issues, the better for all of us.

As the chairman of the GIS Project’s National Advi-
sory Board, I want to thank all the National Advi-
sory Board members for their time and expertise.
They are an extraordinary group. I want to give a spe-
cial thanks to the report’s authors—Jeff Eisenach
(lead author), Claude Barfield, Jim Glassman, Mario
Loyola, and Shane Tews—and to the staft of AET’s Cen-
ter for Internet, Communications, and Technology
Policy—Guro Ekrann, Matt Au, Evelyn Smith, and Tina
Chao—for their hard work throughout this effort. I also
want to express our gratitude to AEI’s Sarah Crain and
Claude Aubert, our editor and graphic designer, respec-
tively, who went beyond the call of duty to help us final-
ize the report under tight deadlines. Without the fine
work of these dedicated individuals, this report would
not have seen the light of day. Finally, I want to acknowl-
edge the contributions of the hundreds of experts who
have been willing to share their thoughts, expertise, and
time with us. We thank you!

June 14, 2016



About the Global Internet

Strategy Project

he GIS project was launched two years ago with an
Tinaugural conference, “After Snowden: The Road
Ahead for Cybersecurity,” which was held at AEI on June
12, 2014."! Between that event and the end of 2014, we
hosted two additional public events: “Who Governs the
Internet? A Conversation on Securing the Multistake-
holder Process” and “Government Surveillance: How
Legal Intercept’s Tangled Web Impacts Trade, Economic
Growth, and Civil Liberties.”* In January 2015, we held
a conference titled “Tech Policy 2015: The Year Ahead,”
which featured a keynote address from Senator John
Thune (R-SD) and examined a variety of technology pol-
icyissues, including Internet governance and its effect on
international trade, free speech, and property rights.3

In this timeframe, we also published two GIS-related
papers: US Government Surveillance Regulations for
IT Company Networks: Toward a Global Framework in
December 2014 and Internet Freedom in Viadimir Putin’s
Russia: The Noose Tightens in January 2015.4 In addition
to holding public conferences, conducting research, and
working on our publications, we began recruiting mem-
bers of the advisory board.

From January to October 2015, we held a series of
private working breakfasts and meetings as we began
to identify the successes and shortcomings of current
policies, looking for potential remedies and solutions.
Some meetings were opportunities for AEI scholars to
ask questions and gather feedback on policy proposals
from thought leaders and members of the business and
policy communities.

Several of these events featured members of our
National Advisory Board. Other speakers and partici-
pants included Steve DelBianco (NetChoice), Andrea
Glorioso (European Commission), Lani Kass (CACI),

John Kneuer (National Telecommunications and

Information Administration), Christopher Painter (US
Department of State), Ari Schwartz (Venable), and
Christopher Walker (National Endowment for Democ-
racy). We are grateful for their participation but empha-
size that it does not imply an endorsement of the report
or its recommendations.

In April 2015, we published a paper by Georgetown’s
Theodore Moran titled Cyber Surveillance Regulations: Is
the United States Asking China to Accept a Double Stan-
dard?s That was followed by a pair of conferences on
topics relevant to the GIS project: “The DOTCOM Act:
A Roadmap for Congressional Oversight of the Internet
Assigned Numbers Authority (IANA) Transition,” fea-
turing a keynote from Rep. John Shimkus (R-IL), and
“Domestic Surveillance on Foreign Shores: The Case of
Microsoft’s Servers in Ireland.”®

Inlate October 2015, we held an invitation-only event,
“America’s Strategy for Cyberspace: Is It Working?,” fea-
turing a keynote address from Gen. Michael Hayden and
panels moderated by AEI scholars.” Our invited experts
highlighted the ways that current policies were failing
and offered ideas on what a future administration should
do differently. In October, we also published a working
paper from Claude Barfield titled “When Trade and Tech
Collide,” in which Barfield conducted a detailed back-
ground analysis and made policy recommendations on
issues in digital-trade policy.?

We opened 2016 with a half-day conference at AEI
titled “Cyberspace Policy at Home and Abroad: The
Agenda for 2016 and Beyond.” The conference featured
a keynote address from Senator Ron Johnson (R-WT)
and looked at issues in Internet policy that would be
relevant in the year ahead, especially in cybersecurity,
online freedom, Internet governance, and intellectual

property.
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We continued our working breakfast series in 2016
and have held dozens of meetings with more than 150
members of Congress, senior congressional staff, busi-
ness leaders, government officials, and technology exec-
utives to seek input and discuss the project’s findings
and recommendations. We have held meetings with
experts from the National War College, US Department
of State Office of the Coordinator for Cyber Issues,
Senate Republican Policy Committee, Senate Foreign
Relations Committee, Senate Homeland Security and
Governmental Affairs Committee, Senate Armed Ser-
vices Committee, Senate Commerce, Science, and
Transportation Committee, Senate Judiciary Commit-
tee, House Energy and Commerce Committee, House
Homeland Security Committee, and various senior

personal staff members of leaders on cyber and Internet
policy in Congress. Meetings with industry stakeholders
have included briefings for the Edison Electric Institute
and the Financial Services Roundtable.

In March 2016, AEI held a private dinner discussion
on radical Islam and technological warfare, which was
hosted by former US House Speaker Newt Gingrich and
featured a presentation by the House Homeland Security
Committee on the Apple/FBI controversy over encryp-
tion. That month, we also published another paper by
Theodore Moran, Surveillance Versus Privacy, with Inter-
national Companies Caught in Between.'® Most recently,
we released a working paper by Ariel Rabkin and Jeremy
Rabkin, “Enhancing Network Security: A Cyber Strategy
for the Next Administration.”"
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Executive Summary

uccess in cyberspace is essential to advancing Amer-
S ica’s national interests. Digital technologies deter-
mine how many of the processes that define modern
societies operate, from communications to finance, elec-
tricity to transportation, espionage to national defense.
The ability to control how these technologies are used in
the present—and to influence the course of their devel-
opment in the future—is a vital element of national
power. This report puts forward a comprehensive strat-
egy for ensuring that the Internet continues to promote
America’s national interests by advancing its ideals—
freedom, security, and prosperity.

The report begins from a recognition that, while the
US invented and pioneered the Internet, today’s cyber-
space is truly global. Fewer than 1 out of 10 of the world’s
three billion Internet users live in the US, while nearly
a quarter live in China. The global nature of cyberspace
means that America cannot isolate itself from the global
Internet nor expect to dictate unilaterally the policies
and practices that govern its use and future development.
However, it can and must use its influence and power to
ensure the Internet remains a force for good in the world.
To be successful, it needs a comprehensive strategy.

The task of devising such a strategy is complicated by
the all-encompassing nature of cyberspace, which per-
meates every element of modern societies. This report
deals with this challenge by focusing on four broad sets
of policy objectives: (1) Internet freedom and human
rights, (2) international trade and digital commerce, (3)
cybercrime and law enforcement, and (4) critical infra-
structure and cyber defense.

We begin by assessing the state of affairs in each area,
and our findings are not encouraging. For example:

e Online freedom, as measured by Freedom House,
has declined for five years running. More than half
of the world’s online population now lives in coun-
tries that significantly constrain online freedom;

more than a third live in authoritarian states such
as China, Iran, and Russia, where Internet technol-
ogies increasingly are used as a tool of oppression
and control.

e Digital commerce is threatened by the failure to
agree on and enforce international norms for intel-
lectual property, digital trade, and international
data flows. Chinese digital mercantilism—includ-
ing the theft of intellectual property and aggressive
discrimination against US firms—seems aimed
at creating a separate, and very large, Internet
ecosystem.

e Cybercrime and malicious conduct continues to
rise as cyber criminals devise new technologies and
techniques (e.g., “ransomware”); the overall costs
are projected to reach 2 trillion by 2019. Efforts
to reduce cybercrime are hampered by the global
nature of cyberspace and the absence of adequate
mechanisms and institutions for global coopera-
tion by law enforcement.

e America’s critical infrastructure is currently vul-
nerable to potentially devastating attacks by both
nation-state and nonstate actors. Indeed, cyberat-
tacks have already been used to severely harm major
companies, such as Aramco and Sony, and criti-
cal infrastructure and communications in Estonia,
Ukraine, and elsewhere. The US agencies charged
with defending critical infrastructure do not have
sufficient capacity to do so, and the agencies that
have the capacity do not have the authority.

To address these challenges, the report puts forward
a strategic plan grounded in the realities of cyberspace
itself, including the rapid pace of change; the impor-
tance of economies of scale and scope; the extent to
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which it is integrated into modern economies, cultures,
and political structures; and its inherently global nature.
Like our analysis, our recommendations are organized
into four areas:

Internet Freedom and Human Rights. Acknowledge
the real and immediate threat that authoritarian states’
use of cyber technologies poses to human freedom. Take
strong and effective actions to promote the values of lib-
eral democracy in cyberspace.

e Use all elements of US diplomatic and economic
policy to discourage autocratic states from censor-
ship and oppression.

e Significantly expand US social media and other dig-
ital communication efforts to effectively commu-
nicate and promote fundamental online freedoms.

e Formalize, expand, and strengthen the Freedom
Online Coalition.

e Promoteincreased Internetaccess through market-
oriented policies.

e Strengthen civil society groups’ role in studying
and promoting online freedom.

e Expand, intensity, and support both public and pri-
vate participation in international forums where
Internet policies are set.

e Vigorously promote and defend the multistake-
holder model of Internet governance.

International Trade and Digital Commerce. Recog-
nize that America’s commercial success in the Internet
ecosystem has been a source of tremendous strategic
advantage and that preserving a level playing field for
digital trade—one that fosters competition—is a vital
American national interest.

e Develop and execute a comprehensive, “full-court
press” strategy designed to change China’s con-
duct regarding digital trade and IP theft.

e Take effective concrete actions against cyber theft.

e Make clear that the US would retaliate against
overly aggressive implementation of the Chinese
National Security Law.

e Prosecute Chinese censorship through the WTO.

o Aggressively seek to negotiate a multilateral agree-
ment (i.e., the TTIP) with the European Union that
embodies the principles of the TPP and resolves
current sources of friction, including data shield
and the right to be forgotten.

e Incorporate protections against state participation
in cyber theft in multilateral agreements.

e Promote reduced regulation of Internet firms and
of the Internet.

e Continue developing and aggressively promoting a
digital-trade policy.

e Do not require US firms to create backdoors in
encrypted software and communications.

e Strengthen digital-trade priorities in multilateral
trade agreements.

e Ensure that export controls under US law and
under the multilateral Wassenaar Arrangement do
not unnecessarily place US companies at a com-
petitive disadvantage.

Cybercrime and Law Enforcement. Create the private
incentives and public capabilities needed to effectively
fight cybercrime and commercial hacking, including the
capacity to engage in enforcement actions throughout
cyberspace—that is, globally.

e Ensure that the private sector has the right incen-
tives to protect itself.

e Empower the private sector to more effectively
defend itself.
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e More actively use government capabilities to
defend the private sector.

e Strengthen international law enforcement cooper-
ation against cybercrime.

e Create an enduring framework for public-private
partnership.

Critical Infrastructure and Cyber Defense. Embrace
the concept of cyber as a new domain for the projection
of power and put in place the doctrines, capabilities, and
resources necessary to protect our military, governmen-
tal, and critical civilian infrastructure assets.

e Develop and implement a coherent doctrine on
the use of military force to deter, preempt, prevent,
and retaliate against malicious activity by sover-
eign and non-sovereign actors.

e Deploy existing US cyber-defense capabilities
to proactively defend civilian government agen-
cies and critical infrastructure. Consider creat-
ing a Federal Cybersecurity Service to engage in
real-time defensive operations.

e Increase the capacity and give greater priority to
US intelligence agencies’ efforts to gather action-
able tactical and strategic intelligence on cyber
threats to government and crucial private assets.

e Strengthen existing institutions and norms—and,
where necessary, develop new institutions—to
empower law-abiding governments to act against
cyber threats.

e Prioritize maintaining the preeminent position of
American and Western companies in the Internet
ecosystem.

While we believe the challenges facing America in
cyberspace are significant and demand a far more proac-
tive and strategic response than is embodied in current
policies, we are also optimistic about the future of digital
technologies and their potential to improve the human
condition. The challenge is to ensure that the digital rev-
olution continues to develop in a way that respects and
promotes American—and universal—ideals of individ-
ual liberty and human rights.






l. Introduction

he digital technologies we colloquially refer to as
T“the Internet” are deeply embedded in virtually
every aspect of modern society. They define how we
make things; how we trade goods and store wealth; how
we organize our institutions and our lives; how we learn,
communicate, and interact; and increasingly, how we
fight wars. The space (or “domain”) in which digital infor-
mation processing and communications take place has
earned a name: “cyberspace”—or sometimes just “cyber.”

Because many of the technologies that make up the
Internet were initially invented and exploited by the
United States and other advanced, mostly Western
countries, we—especially Americans—tend to think of
cyber as primarily an American domain, enabled mainly
by Western companies (for example, Amazon, Apple,
Facebook, Google, and Microsoft) and defined mainly
by democratic values. Indeed, the Internet’s rise has
advanced America’s national interests by promoting
freedom, democracy, and entrepreneurial capitalism,
thus improving the human condition on a global scale.!
It has also, as the White House put it in a recent report,
“provided a strategic advantage to the United States, its
citizens, and its allies.”>

The potential for continued Internet-driven prog-
ress is virtually unlimited—but it is also increasingly
clear that the shape of the digital revolution is chang-
ing, and the change brings with it both challenges and
opportunities.

First, thanks in part to the explosive growth of the
mobile Internet in the developing world, the Internet
has become a truly global phenomenon. As illustrated
in Figure 1, more than three billion people are now con-
nected, of whom fewer than 10 percent are Americans
and nearly a quarter are Chinese.

Similarly, while American companies play a lead-
ing role in the economics of the global digital ecosys-
tem—and ensuring that they continue to do so should
be among the US government’s highest strategic

priorities—we should not assume that their current
level of preeminence will persist indefinitely.

It has also become increasingly clear in recent years
that digital technologies have costs as well as benefits.
Among the most significant challenges are that authori-
tarian states have learned to use the Internet to repress
political freedoms, that criminals (and sometimes
nation-states) have learned to use it to steal property
and commit extortion, and that America’s adversaries
and potential adversaries have developed the ability to
use malicious code and cyber warfare to threaten our
economic and national security interests. America and
its allies are still searching for effective responses to
these developments.?

In this context, this report puts forward a compre-
hensive strategy for ensuring that the Internet contin-
ues to serve America’s national interests by promoting
freedom, prosperity, and security on a global scale. It is
premised on the belief that America cannot isolate itself
from the global Internet nor expect to dictate unilaterally
the policies and practices that govern its use and future
development, but that it can and must effectively utilize
its influence and power to ensure the Internet remains
a force for good in the world. This report is also pre-
mised on the belief that, while our present policies are
well intended, they have not been sufficiently effective in
achieving our key national objectives; that much has been
lost as a result; and that more can and must be done.

The report puts forward both an overall strategic
framework and a specific set of policy proposals designed
to be implemented starting in 2017. The proposals include
significant changes in US international policies and doc-
trines, recommendations to strengthen or create new
international agreements and institutions, and changes
in the organization of the US government itself.

One challenge to such an effort is the scope of issues
involved: cyber is everywhere in our lives and permeates
every element of our societies. This report deals with
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Figure 1. Global Distribution of Internet Users, 2000-15

2000 2005 2010 2015 Avg Annual
(Percent of Total) Growth
3,500 China 6 11 23 22 26
Russia 1 2 3 3 27 3,181
Middle East 2 5 6 7 25
3,000
us 31 20 11 9 6
,g 2,500 Rest of World 35 37 40 46 17
)
= 2,032
£ 2,000
4
a
(7}
2 1,500
(]
£
[]
£ 1,000 -1 ,010
500 393
0 -
2000 2005 2010 2015

Source: Internet Live Stats, “Internet Users by Country (2016),” accessed June 2, 2016, http://www.internetlivestats.com/internet-
users-by-country/.

this challenge by focusing on four broad sets of policy

objectives:

e Internet Freedom and Human Rights. Protect-

ing and promoting the rights to freedom of expres-
sion and access to information, and working to
ensure that governance of the Internet itself remains
free of control by authoritarian governments.

International Trade and Digital Commerce.
Reducing barriers to electronic commerce, while
protecting property rights and the ability to make
and enforce contracts in the digital economy.

e Cybercrime and Law Enforcement. Protecting

and promoting trust in the commercial Internet
through effective data security policies, and put-
ting in place effective incentives and enforcement
mechanisms to reduce the effects of malware and
deter criminal activity.

Critical Infrastructure and Cyber Defense.
Protecting America’s vital national interests,
including enhancing our ability to protect vital
assets, such as critical infrastructure and civil-
ian government agencies, from cyberattacks from
both state and nonstate actors.
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Of course, the overlap among these four areas is
extensive. When authoritarian nations prevent Western
companies such as Facebook or Google from operating
inside their borders, the effect is to diminish Internet
freedom and—at least potentially—violate international
trade agreements. When foreign gangsters acquire the
capacity to hack into financial institutions, the immedi-
ate consequences may be limited to manageable financial
losses, but the ultimate effects is to increase the threat
of more serious attacks with devastating consequences.

The report acknowledges the most important of
these overlaps explicitly, but the reader should keep in
mind that it is meant to be read holistically—that is, with
the recognition that everything is in some sense related
to everything else. The reader should also recognize that
the report focuses on issues the authors believe are most
central to devising and executing a successful strategy
and is not presented as a comprehensive survey of the
entire cyber-policy landscape.*

The remainder of this report is organized as follows.
Chapter II presents a set of broad strategic principles
for thinking about, designing, and executing a success-
ful American cyberspace policy. One central conclu-
sion is that the issues that comprise global Internet
policy will have a profound effect not just on America’s
success but on the principles, ideals, and institutions
that govern the future of human civilization. Another

important conclusion is that America’s greatest asset
in the global digital ecosystem is its entrepreneur-
ial and innovative private sector—and the relatively
market-oriented policies that have supported it—and
accordingly that the private sector, not the govern-
ment, must lead.

Chapters III-VI deal, respectively, with Internet free-
dom, digital trade, cybercrime and law enforcement, and
critical infrastructure and cyber defense. A complete
summary of the analysis, findings, and recommendations
in each chapter would be out of place in this introduc-
tion, but broadly speaking, the report finds that Ameri-
ca’s national interests in each area are not well served by
current institutions and policies; that Internet freedom
is waning with the spread of adaptive authoritarianism;
that barriers to trade in digital goods and services are
limiting the Internet’s ability to raise standards of liv-
ing and improve lives; that the costs and consequences
of malicious and criminal conduct on the commercial
Internet are increasing; and that America is currently
vulnerable to potentially devastating cyberattacks from
a variety of state and nonstate actors. The report also
finds that these circumstances are susceptible to reme-
diation through the adoption of sound policies, and each
chapter puts forward specific policy recommendations.
Chapter VII briefly summarizes the report’s findings and
recommendations.
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1. One seminal work on the impact of information technology on political change is Ithiel de Sola Pool, Technologies of Freedom
(Belknap Press, 1983).

2. White House, “Fact Sheet: Cybersecurity National Action Plan,” press release, February 9, 2016, https://www.whitehouse.gov/
the-press-office/2016/02/09/fact-sheet-cybersecurity-national-action-plan.

3. See, for example, Christopher Walker, “The West’s Failure of Imagination,” Wall Street Journal, August 3, 2015.

4. It is worth noting three specific areas that lie outside the report’s main focus. First, because the effort here is to put forward a
global strategy, the report focuses on issues whose effects extend beyond the sovereign borders of nation-states. This is not to say that
national policies cannot affect global outcomes—they obviously can and do—but rather that the focus here is on the policies that do
have such effects, not on those with mainly or exclusively domestic implications. Second, while the report addresses issues of national
security and cyber defense from the perspectives of strategy, diplomacy, and institutional design, it does not delve into the tactical and
technological issues of how to fight and win a cyber war. The US military appears to be making substantial strides in developing the
doctrines and capacities necessary to fight and win in cyberspace. See US Department of Defense, The Department of Defense Cyber
Strategy, April 2015, http://www.defense.gov/Portals/1/features/2015/0415_cyber-strategy/Final_2015_DoD_CYBER_STRATEGY_for_
web.pdf. Third, this report does not discuss in any detail strategies for countering the use of social networks and other online commu-

nication tools by terrorist networks such as ISIS.



Il. Creating a Strategic
Framework for US Cyber Policy

he ultimate goal of US cyberspace policy is to
T ensure that the Internet continues to serve Ameri-
ca’s national interests by promoting freedom, prosperity,
and security on a global scale, including and especially for
the US and its citizens.!

The Nature of the Challenge

Achieving our strategic objectives requires understanding
cyberspace’s role in the modern world, and thatis no small
task. The Internet permeates every aspect of modern life,
shaping culture, communications, economies, and poli-
tics on a global scale. Like the natural world we take for
granted, its properties define what is possible and what
is not; they determine how things work. Internet-enabled
technologies run power plants and aircraft carriers, con-
duct financial transactions, perform medical procedures,
monitor nurseries (both kinds), and fly drones. Soon they
will be driving cars. To control the technology is to control
these activities, for better or worse.

The Internet has also become the dominant medium
through which we communicate ideas, both individually
and socially. A fundamental premise of liberal democ-
racy is that the freedom to communicate is essential to
liberty; conversely, the power to control communication
carries with it the ability to affect what people believe
and how society is organized. The upshot is that the
future shape of cyberspace will profoundly affect polit-
ical systems everywhere—and authoritarian states such
as China and Russia know it.

While cyberspace is like the natural world in some
respects, there are profound differences. First, because
of its interoperable design and nearly ubiquitous pres-
ence, the Internet enables both communication and
effect across territorial borders. By weakening the

relationship between geography and cause and effect,
it creates a new form of global interdependence.

Second, far more than the physical world, the Inter-
net is elastic, constantly shifting and evolving—mal-
leable. Cyberspace is what humans make it. We are
making and remaking it at a dizzying pace, and because
no nation monopolizes the ability to write computer
code or (increasingly) manufacture Internet-connected
devices, the process of creation is also global.

These characteristics of cyberspace—its borderless
nature and its dynamism—work together to complicate
the strategic challenge. Because of the Internet’s dyna-
mism, it is not sufficient to comprehend our objectives
in the current environment and devise ways of achieving
them. An effective strategy must also seek to shape what
cyberspace is becoming. And what it is becoming will be
determined globally—whether we like it or not—in an
environment where our adversaries also get a vote.

Three further characteristics of cyberspace are cen-
tral to understanding the strategic challenge. First,
cyberspace is primarily a creature of the private sector—
and its future development depends on it remaining so.
Governments have contributed to the Internet’s devel-
opment—most obviously through early US funding
through the Defense Advanced Research Projects Agency
(DARPA)—but the pace of the entrepreneurship and
innovation that have characterized its growth are beyond
most government organizations’ capacity. For the US,
with its entrepreneurial culture and market-oriented
economy—and a substantial first-mover advantage
that makes America home to the world’s most success-
ful Internet companies—the Internet’s private-sector-
centric nature is a strategic advantage.

Second, the Internet’s future will be determined
largely by its underlying economic characteristics,
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including strong economies of scale and scope, network
effects, and what economists refer to as “modularity.”
These characteristics imply that larger ecosystems tend
to prevail over smaller ones, not only in their ability to
win participants and earn revenues, but also in influ-
encing the course of innovation and standards develop-
ment. The ability to interconnect—to reach the largest
possible audience—is crucial to success on the Internet.3

For most of the Internet’s brief history, these eco-
nomic characteristics have worked in America’s favor.
As more of the world comes online—Americans today
account for less than 10 percent of the online popula-
tion—the balance is shifting. If the American-led Inter-
net ecosystem that defines cyberspace today were to
become smaller than some alternative model, America
could find itself a victim of what economists refer to as
tipping: the sudden shift from one dominant standard to
another.# Like Betamax versus VHS or Blackberry versus
iPhone, America could find itself on the losing end of a
standards war.

A third characteristic—somewhat paradoxically—
is that the Internet empowers individuals and small
groups: anyone with a PC or a smartphone can partici-
pate as a user, and anyone capable of writing a few lines
of code can affect how it functions. This characteristic
has unleashed a torrent of innovation and entrepre-
neurship, creating new products and services that have
enriched human lives worldwide. It has also enabled
cyber criminals and empowered malicious actors. At the
extreme, cyberspace creates the potential for the most
radical form of asymmetric warfare yet: the ability to dis-
rupt or shut down an electric grid, a financial system, or
an aircraft carrier with nothing more than a laptop com-
puter, an Internet connection, and a few lines of com-
puter code.

Elements of a Strategic Framework

Seven key elements of a US global Internet strategy
emerge from the goals and characteristics we have
described.®

First, it is appropriate, as US military doctrine has
lately accepted, to recognize that cyber has emerged
as a new domain, comparable in significance to land,
sea, air, and space. While the analogies have important
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limitations, as a simple matter of priorities, America’s
future success clearly is as dependent on its ability to
prosper and prevail in cyberspace as on, say, freedom of
navigation or air superiority.

Second, just as the US pursues its objectives in other
domains using all elements of national influence and
power—gathering intelligence, negotiating treaties,
imposing sanctions, exercising soft power, engaging in
persuasion and communication, and preparing to use
force and where necessary doing so—a successful strat-
egy will employ all the tools at our disposal.

Third, prevailing in the cyber domain will often
require that the private sector, not the government,
takes the lead. If entrepreneurs and innovators continue
to define the future of the Internet, American interests
and ideals will be well served. In doctrinal terms, that
means government must frequently embrace a support-
ing rather than a leading role. In practical terms, it trans-
lates into curbing domestic impediments—regulatory
and otherwise—to private-sector innovation and also
bringing diplomacy and power to bear when US firms
are discriminated against in foreign markets. In time it
could also mean giving the private sector more freedom
to act in its own defense.

Fourth, government has an essential role to play in
protecting and promoting US interests in cyberspace.
Much has been written about the desirability of estab-
lishing norms of international conduct, and some prog-
ress has been made in this regard. But for norms to be
taken seriously, they need to be backed by the threat of
enforcement. The Department of Defense (DOD) indi-
cated in 2015 that America would respond to acts that
threaten “loss of life, significant damage to property,
serious adverse U.S. foreign policy consequences, or seri-
ous economic impact on the United States.”” The North
Korean attack on Sony North America suggests the kind
of circumstances in which American cyber combat power
might be used to deter, disarm, or retaliate against a rene-
gade state or other cyber actor in the future.

Fifth, the Internet’s borderless nature and capac-
ity for empowering cybercrime and enabling threats to
critical infrastructure by both nation-states and non-
state actors challenge traditional law enforcement
mechanisms and national security doctrines. In partic-
ular, while deterrence will continue to be an important
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element of cyber-defense strategy, particularly against
traditional state actors, the asymmetric nature of cyber-
crime and cyber warfare requires that we be able to iden-
tify and disrupt imminent threats before they can cause
significant harm.®

Sixth, an American strategy for cyberspace must
reflect and serve our ideals. In our zeal to secure the
Internet, we must be careful not to destroy that which
we are trying to preserve: an open, accessible, ubig-
uitous, egalitarian, and free World Wide Web. Our
adversaries view these attributes of cyberspace not as
virtues but as threats—the threat of the free move-
ment of ideas. We must take care in our efforts to pre-
vent cyber-enabled crime and terrorism that we do not
legitimize our adversaries’ efforts to censor and control.
While strong encryption, for example, makes life more
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difficult for the legitimate surveillance needs of law
enforcement and intelligence agencies, it also serves
the public—including dissidents in oppressive states—
by protecting personal and business information from
being exploited.

Seventh, in a democracy, the ability to successfully
pursue and execute any long-run strategy requires a
consensus on basic principles, and that must be the
product of a meaningful national discussion. In previ-
ous eras, our political leaders have led discussions and
created consensus around how US responses to strate-
gic challenges, whether from Soviet communism or rad-
ical Islamic terrorism. A central challenge for the next
administration is to lead a national discussion about
how America can best serve its ideals and advance its
interests in cyberspace.
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4. See Jeffrey H. Rohlfs, Bandwagon Effects in High-Technology Industries (Cambridge, Massachusetts: MIT Press, 2003).

5. One sign of this: Huawei is now the world’s third-largest manufacturer of smartphones, with a market share of more than 8 per-
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Smartphone Brand,” Forbes, May 25, 2016, http://www.forbes.com/sites/wadeshepard/2016/05/25/chinas-huawei-growing-up-to-
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6. Portions of this section are drawn from Michael Hayden, “An American Strategy for the Internet and Cybersecurity,” Real Clear
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108615.html.

7. US Department of Defense, The Department of Defense Cyber Strategy, 5.

8. In this report, the phrase “imminent threat” is used broadly to describe cyber threats that have the potential to cause significant
economic disruption or loss of life or to otherwise harm vital US interests. Because of the nature of cyberspace, cyber threats are often

inherently more immediate, or “imminent,” than kinetic ones.
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lll. Internet Freedom
and Human Rights

ust 20 years ago, the Internet was available to a small
J fraction of the world’s population. Today, more than
three billion people have Internet access, and more than
five billion people have mobile phones.! The digital revo-
lution has brought opportunity and connectivity to virtu-
ally every corner of the world.

Despite—or perhaps because of—this success, Inter-
net freedom globally is under assault. Authoritarian
governments have come to see the Internet as a tool of
political control and the Internet ecosystem as some-
thing that government must shape to promote “social
norms” that subordinate the individual to the state.
Operating under the banner of cyber sovereignty, they
have sought to legitimize their repressive practices
in international forums such as the United Nations.”
Online freedom is waning.

Western governments have been slow to respond
to these trends. While diplomatic efforts have yielded
repeated affirmations of central principles of free expres-
sion and access to information, such declarations have
not, by and large, been matched by effective actions. And
in the battle over Internet governance, the US has found
itself playing defense against authoritarian states’ efforts
to subject the Internet to political control under the aus-
pices of the United Nations.

Opportunities and Challenges

The opportunities inherent in the spread of the Inter-
net—access to information, freedom of discourse and
communication, the ability to participate effectively in
civic affairs and to engage politically, and of course, the
tremendous opportunities for improving the human
condition through entrepreneurship and innova-

tion—are only beginning to be realized. Especially in
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the developing world, the potential for improving gov-
ernance and increasing the standard of living is just
beginning to be exploited. In the following discussion,
we highlight some key challenges to realizing these
benefits, including authoritarian governments’ use of
cyber as a tool of repression, the effort to replace the
multistakeholder model of Internet governance with a
government-centric model, and the difficulties private
companies encounter when faced with demands to col-
laborate with repressive practices.

The Internet as an Engine of Freedom and Pros-
perity. While Internet adoption began in the US and
initially spread to other developed countries, the num-
ber of users in developing countries surpassed that of
the developed world in 2008, and two-thirds of today’s
three billion Internet users now reside in the developing
world. (See Figure 2.) The spread of the Internet to the
developing world has helped spur both economic devel-
opment and desires for political liberalization.

The economic benefits of widespread Internet access
have been profound.3 In Africa, McKinsey Global Institute
estimates that the Internet will account for as much as 10
percent of the continent’s gross domestic product (GDP)
by 2025, generating $318 billion in productivity gains.*
Sub-Saharan Africa has become a hotbed of Internet
innovation, highlighted by the well-publicized success of
the M-Pesa mobile money app and the lesser-known suc-
cess of Ushahidi, a widely used crowdsourcing app devel-
oped in Kenya and based in Nairobi.5 Venture capital
funding for high-tech startups increased tenfold between
2012 and 2014, to more than $400 million.®

Sub-Saharan communities now have access to mobile
financial services that enable economic growth, mobile
literacy and job-training programs, and mobile medical
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Figure 2. Internet Users in Developed Versus Developing Countries, 2005-15
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services that help identify counterfeit medicines and dis-
seminate health information.” Similarly, in rural regions
in South India, Internet access has empowered farmers
with information to better guard crops against disease
and track market values in real time, leading to higher
and more stable incomes.®

The Internet’s contribution to fostering demo-
cratic yearnings and enabling dissent against repressive
regimes is well documented, although not uncontro-
versial.? While the ultimate effects of Internet-assisted
uprisings against authoritarian regimes have been mixed
or even tragic, the ability to communicate online has
unquestionably fostered political dissent. One recent
Pew poll found that majorities in most countries now
expect to be able to access the Internet free of govern-
ment censorship.!° Polling data also show a high correla-
tion between expanded Internet access and the popular
desire for Internet freedom."

The explosive growth of Internet penetration is far
from over: as smartphone penetration grows, mobile
Internet adoption is projected to reach 71 percent in
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2019, implying an online population of more than five
billion people.**

The Authoritarian Challenge to Internet Free-
dom and the US Response. Fifteen years ago, nearly
all those with Internet access lived in free, democratic
countries. Since then, access has spread to countries
with more authoritarian regimes—and authoritar-
ian regimes have become more effective in repressing
online freedom.

Freedom House has been tracking specific indicators
of online freedom for a large group of countries since
2011. Its latest report, Freedom on the Net 2015, finds that
overall Internet freedom declined for a fifth consecu-
tive year and that more than a third of all Internet users
now reside in “not free” countries—those with the most
extreme forms of online repression, such as China, Iran,
and Russia (Figure 3).

Indeed, Freedom House finds that most people with
Internet access now live in countries where online free-
dom is at least partially suppressed.’3 Specifically:



EISENACH, BARFIELD, GLASSMAN, LOYOLA, AND TEWS

Figure 3. Internet Users Living Under Selected Authoritarian Regimes, 2000-15
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e About 60 percent of Internet users live in coun-
tries where criticism of the government, military,
or ruling family is subject to censorship; more than
half live in countries that heavily censor, filter, and
monitor the Internet; and about half live in coun-
tries where people have been attacked or killed for
their online activities, or where Internet users have
been imprisoned for political, social, or religious
commentary.

e Authorities in 42 of the 65 countries analyzed in
2015 required private companies or Internet users
to restrict or delete web content dealing with polit-
ical, religious, or social issues during 2015, up from
37 countries in 2014.'4

15

“Internet Users by Country,” http://www.internetlivestats.com/internet-users-by-country/.
Not Free’ Internet population” based on 19 countries classified by Freedom House as “not free” in 2015; online populations for

e Surveillance laws and technologies have multiplied.
Governments in 14 of the 65 countries examined by
Freedom House passed new laws to increase sur-
veillance, and many more have upgraded their sur-
veillance capabilities. Authorities in 40 countries
have imprisoned people for sharing information
concerning politics, religion, or society through
digital networks.'s

Distinguishing between the methods of censor-
ship and surveillance and the kinds of speech that have
been censored is important. Many governments cen-
sor speech of a political, social, or religious nature in
line with cultural norms. For example, most countries
ban online gambling and consider child pornography on
the Internet to be a criminal offense. In South Korea,
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criticism of government policy is permitted and widely
practiced, but insulting public officials is subject to pros-
ecution. The most serious threats to political freedom
result from censorship of political opposition, satire, or
social commentary—that is, of civic discourse. As Free-
dom House concludes, “Fearing the power of the new
technologies, authoritarian states have devised subtle
and not-so-subtle ways to filter, monitor, and otherwise
obstruct or manipulate the openness of the Internet.”¢

Internet service providers (ISPs) and other online
service providers are often called on to facilitate cen-
sorship. Faced with the choice between blocking whole
websites and ISPs and giving up control altogether,
repressive regimes have opted instead to target the mid-
dleman. They have passed laws restricting content, often
imposing liability on intermediaries to force them to
censor themselves or face onerous penalties."”

China and other countries have increasingly
restricted foreign companies’ ability to provide Inter-
net services inside their borders, ensuring that they can
exercise full control over providers. Google, Facebook,
Twitter, and YouTube are completely blocked in China.
Other American companies, such as Yahoo, do business
there under severe restrictions. For instance, in Feb-
ruary 2015, China required users of blogs, microblogs,
instant messaging services, discussion forums, news
comment sections, and related services to register with
their real names.*® New rules also prohibit foreign com-
panies from publishing online content without govern-
ment permission.’” In April 2016, Chinese regulators
forced Apple to completely suspend offering its iBooks
and iTunes movie services.>°

Russia has enacted a flurry of laws designed to
expand government control and surveillance of the
Internet, while restricting its use and limiting online
privacy.* Its so-called “Blacklist Law,” enacted in July
2012, has been used to block thousands of websites the
Russian government considers offensive, with virtually
no due process.*?

Censorship techniques have also begun to evolve
rapidly, becoming better designed and more precisely
targeted, using techniques scholars have aptly labeled
“adaptive authoritarianism.” As the Economist explained,
“The Internet requires the party centre to be more effi-
cient at being authoritarian. This is the online blueprint
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for what scholars call ‘adaptive authoritarianism’, and
there is an international market for it.”?3 It means that
governments have moved from rudimentary blocking
techniques, such as keyword-list blocking, domain-name
poisoning, IP blocking, and bandwidth throttling, to
more sophisticated blocking techniques, such as traffic
classification and deep packet inspection.>* China has
selectively applied its censorship laws to messages that
get more than 500 reposts or 5,000 views.*

These sophisticated techniques allow repressive gov-
ernments to permit broad access to online informa-
tion for many citizens, relying on surveillance to detect,
detain, and punish dissidents. Repressive regimes have
targeted individuals, threatening their civil liberties and
economic interests for publishing offensive content. As
Ron Diebert explains:

Second generation controls include finer-grained
registration and identification requirements that
tie people to specific accounts or devices, or even
require citizens to obtain government permission
before using the Internet. Pakistan has outlawed
the sale of prepaid SIM cards and demands that all
citizens register their SIM cards using biometric
identification technology. . . . China has imposed
real-time name registration on Internet and social
media accounts, and companies have dutifully
deleted tens of thousands of accounts that could
not be authenticated. Chinese users must also
commit to respect the seven “baselines,” includ-
ing “laws and regulations, the Socialist system, the
national interest, citizens’ lawful rights and public

order, morals, and the veracity of information.”2®

Because encryption provides a powerful way to avoid
government surveillance and control, many govern-
ments have sought to limit encryption, in part by stig-
matizing it as a tool for terrorists. In Egypt, for example,
journalists who use encryption have been arrested on
terrorism charges.

Regimes such as China and Russia also use the Inter-
net as a powerful propaganda tool. Russia’s multimedia
propaganda apparatus has been extremely successful in
influencing public opinion in a pro-government direc-
tion.?” In China, the government has enlisted a “50-cent
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army” of up to two million people paid to censor online
content and post comments critical of the West and
supportive of the Chinese Communist Party.?® A recent
study found that of the estimated 448 million yearly
social media posts attributable to this propaganda army,
the vast majority are “cheerleading” for China and the
Communist Party, apparently to flood social media with
positive, distracting content.*

The American response to the authoritarian assault on
Internet freedom has been led by the State Department
and the Broadcasting Board of Governors (BBG).3° The
Obama administration’s 2011 International Strategy for
Cyberspace makes Internet freedom a core objective of US
cyber policy.3' In it, the administration pledged to support
efforts to achieve safe platforms for commercial privacy;
freedoms of expression and association, including pro-
tecting ISPs from intermediary liability; and “end-to-end
interoperability of an Internet accessible to all.”**

The NetFreedom Task Force is the State Depart-
ment’s policy-coordinating body for Internet freedom.
It has helped people in dozens of countries circum-
vent political censorship through tools and training
and has provided more than $100 million in support
for civil-society organizations to promote Internet free-
dom abroad.33 Its annual Country Reports on Human
Rights Practices includes discussions of online freedom
designed to call attention to repressive practices.

The US also has sought to advance Internet freedom
through bilateral diplomacy and multilateral organiza-
tions, including the UN, the Organisation for Economic
Co-operation and Development (OECD), the G7-GS8,
and the Organization for Security and Co-operation
in Europe. These efforts have resulted in a surprising
degree of at least nominal agreement on principles of
online freedom. Some recent examples include:

e A 2012 resolution of the UN Human Rights Coun-
cil affirmed that “the same rights that people have
offline must also be protected online, in partic-
ular freedom of expression, which is applicable
regardless of frontiers and through any media of
one’s choice,” thereby formally applying article 19
of the Universal Declaration of Human Rights and
the International Covenant on Civil and Political
Rights to the Internet.3*
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e The 2011 Deauville Declaration of the G8 (essen-
tially the Gy plus Russia) affirmed that “the
openness, transparency and freedom of the Inter-
net have been key to its development and suc-
cess. These principles, together with those of
non-discrimination and fair competition, must
continue to be an essential force behind its devel-
opment.”35 However, the declaration also stressed
that the implementation of those principles must
be part of a “broader framework” that includes
“rule of law . . . security, [and] transparency,” buzz-
words often used in the context of Internet gover-
nance by governments seeking to ensure that the
state’s power will always trump Internet freedom.

e A 2011 OECD communiqué on Internet policy
endorsed a commitment to promote the global
free flow of information and the open, distributed,
and interconnected Internet.3°

The US has also helped support and promote the Free-
dom Online Coalition (FOC), which currently has 30
members among developed and developing nations and
was created to coordinate diplomatic efforts and engage
with civil society and the private sector to support Inter-
net freedom globally. In the 2014 Tallinn Recommendations
for Freedom Online, FOC member states pledged to “con-
demn—through diplomatic channels, public statements,
and other means—violations and abuses of human rights
and fundamental freedoms online as they occur in differ-
ent countries throughout the world.”3”

The BBG advances Internet freedom abroad specif-
ically through its Internet Anti-Censorship (IAC) divi-
sion, which supports development of techniques to
circumvent censorship.3® Together with Radio Free
Asia’s Open Technology Fund, the budget for the BBG’s
IAC effort was $17.5 million in 2015, including Voice of
America’s Persian and Chinese services.

The technologies developed under the BBG’s aus-
pices continue to promote political dissidents’ ability
to access the Internet anonymously. For example, in
the 1990s, the US Department of Defense launched a
“dark web” project known as The Onion Router (Tor).
Now maintained as an open-source resource by a non-
profit, Tor has allowed users worldwide to circumvent
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The Onion Router Network

he Onion Router network, commonly known
T as Tor, is a massive network of servers that
provides a free way to connect anonymously to
the Internet. The method was originally developed
in the mid-1990s by the US Navy to protect intel-
ligence communications, and in 2004 the Naval
Research Laboratory published the source code
under a free license.3® The Tor network relies on
“onion routing” to mask Internet activity: instead
of making a conventional, direct connection to the
destination website, Tor directs and encrypts traf-
fic through a randomized selection of servers that
function as routers.*° Currently, more than 7,000
such routers are active on the Tor network.#'
Some popular uses of Tor include circumvent-
ing government or institutional restrictions or
surveillance; hiding hacking activity; and hiding
personal information from advertisers, ISPs, and
corporations. Tor also has the ability to host hid-
den websites that are accessible by only other Tor
users, on what is known as the “dark web.” One
infamous example was Silk Road, which served as a
platform of trade in illegal drugs, forged IDs, child
pornography, and various other illegal goods.

Internet censorship. As repressive regimes devised ways
of blocking access to Tor, the Open Technology Fund
helped develop the Cupcake Bridge, a browser exten-
sion that allows a user to transform a browser into a
flash proxy—a temporary Tor bridge not listed in the
main Tor directory—which allows censored users to get
around the Tor block and access the free Internet.
Lastly, it is worth noting that recent trends in Western
countries to limit freedom of speech—whether through
the right to be forgotten in Europe or through codes
prohibiting hate speech or microaggressions on US col-
lege campuses—are not conducive to US efforts to limit
repression abroad. As the Economist recently put it:

The threat to free speech on Western campuses
is very different from that faced by atheists in
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Afghanistan or democrats in China. But when pro-
gressive thinkers agree that offensive words should
be censored, it helps authoritarian regimes to justify
their own much harsher restrictions and intolerant
religious groups their violence. When human-rights
campaigners object to what is happening under
oppressive regimes, despots can point out that lib-
eral democracies such as France and Spain also
criminalise those who “glorify” or “defend” terror-
ism, and that many Western countries make it a
crime to insult a religion or to incite racial hatred.**

While the US government’s ability to effectively pro-
mote Western values and online freedom is limited, the
long-run interests of the US and its democratic allies
depend on preserving and expanding the ability of citi-
zens everywhere to access information and engage freely
in political speech. Our current efforts are not achieving
that goal.

Internet Governance and Online Freedom. The
freedom and prosperity made possible by the Internet
depend on its free, open, and decentralized architecture.
That architecture in turn depends on letting the tech-
nology of the Internet continue to evolve with minimum
government interference. As the Internet has spread and
grown in significance, authoritarian governments have
recognized the nexus between online freedom and Inter-
net governance. The future of Internet freedom will be
decided in part by the clash between proponents of the
government-centric model and adherents of the multi-
stakeholder model—the decentralized, civil-society
arrangements that have governed the Internet through
decades of exponential growth.

The multistakeholder model arose organically from
the Internet’s early success in demonstrating the power
of an open, decentralized architecture. Open architec-
ture allows an endless number of different networks and
devices to connect and communicate, facilitating a lim-
itless flow of information among a practically infinite
number of access points. It creates the ideal conditions
for innovation anywhere to spread rapidly everywhere.
More than anything else, it is what has made possible the
explosive innovation and expansion of the Internet, and
it is the indispensable condition of its future potential.
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The idea of open-architecture networking was intro-
duced by Robert E. Kahn shortly after his arrival at
DARPA in 1972. Kahn’s conception depended on four
crucial ground rules, of which the most important was
that there would be “no global control at the opera-
tions level.”® Shielded from government interference,
the private sector quickly proved that innovation could
produce not just the best technology but also the best
organization and regulation. That is why President Bill
Clinton, in announcing the administration’s 1997 Frame-
work for Global Electronic Commerce, declared that the
Internet should be “global free-trade zone” where “gov-
ernment makes every effort first . . . to do no harm.” He
explained his vision this way:

We want to encourage the private sector to reg-
ulate itself as much as possible. We want to
encourage all nations to refrain from imposing
discriminatory taxes, tariffs, unnecessary regula-
tions, cumbersome bureaucracies on electronic
commerce. Where government involvement is
necessary, its aim should be to support a predict-
able, consistent, legal environment for trade and
commerce to flourish on fair and understandable
terms.#

The principles President Clinton articulated became
part of the bedrock of Internet governance. The term
“Internet governance,” as the World Summit on the
Information Society (WSIS) defined it in 2015, refers to
the “shared principles, norms, rules, decision-making
procedures, and programmes that shape the evolution
and use of the Internet.”> Thus the Clinton administra-
tion answered the crucial question of who would devise
the necessary principles and procedures by establish-
ing what came to be called the multistakeholder model.
Responsibility for Internet governance soon devolved
to a global community of its users, “a cooperative,
consensus-based, decision-making process involving a
wide variety of individuals.”

Repressive regimes soon realized the danger that
the free and open Internet posed to their rule. They
began to adapt. In the words of Christopher Walker of
the National Endowment for Democracy, those regimes
were soon bent not just on “defending authoritarianism
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at home, but reshaping the international norms that
stigmatize such governance.”#’

To accomplish these goals, repressive governments—
along with increasing numbers of democratic govern-
ments—are pushing for an international, multilateral
system of Internet governance in which governments
have the primary role. They want a “reasonable alloca-
tion of Internet resources” in terms of the functions of
the Internet Corporation for Assigned Names and Num-
bers (ICANN), IANA, and other international bodies,
including the management of the Domain Name System.
They also seek to limit extraterritorial surveillance while
shielding their own “sovereign” right to conduct surveil-
lance over their own citizens.

As WSIS had affirmed in 2005, “Policy authority
for Internet related public policy issues is the sover-
eign right of States.” When WSIS celebrated its 10th
anniversary with a review of Internet governance at
the United Nations General Assembly in December
2015, authoritarian governments came prepared. Many
filed recommendations for the content of an “outcome
document” that sought to steer the Internet in a more
authoritarian direction.®

China specifically advocated a multilateral (multi-
state) approach. While acknowledging the multistake-
holder model, it emphasized:

Any tendency to place sole emphasis on the role
of businesses and non-governmental organiza-
tions while marginalizing governments should
be avoided. . . . It is necessary to ensure that the
United Nations plays a facilitating role in setting
up international public policies pertaining to the
Internet.>®

Russia was even more direct:

We consider it necessary to consecutively increase
the role of governments in the Internet gover-
nance, with strengthening the activity of the Inter-
national Telecommunication Union (ITU) in this
field, as well as with support of the UNESCO
activity in the development of ethical aspects of
the Internet use and ICTs as a whole.>!
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Fortunately, these positions were broadly rejected by
the UN General Assembly: in a diplomatic victory for
the US, the final resolution continued to embrace the
multistakeholder model.5>*

Importantly, the resolution also included language
renewing the mandate for the Internet Governance
Forum (IGF) for another 10 years. Created as an out-
growth of the original 2003-05 WSIS meetings, IGF is a
voluntary organization that brings together representa-
tives from all over the world from civil society, the private
sector, government, the technical and academic commu-
nity, intergovernmental organizations, and the media.
While its recommendations are nonbinding, it has served
an important function by facilitating an open dialogue on
issues such as online freedom and Internet governance.

In March 2014, an important new phase in the evolu-
tion of Internet governance was set in motion with the
US Department of Commerce’s announcement that
it planned to cede control of the IANA function to an
international body. The National Telecommunications
and Information Administration (NTIA) stated that it
would not accept any transition proposal that would
replace the NTIA role with a government-led or an
intergovernmental-organization solution. In addition, the
NTIA told ICANN that the transition proposal must have
broad community support and adhere to four principles:

1. Support and enhance the multistakeholder
model;

2. Maintain the security, stability, and resilience of
the Internet DNS;

3. Meet the needs and expectation of the global cus-
tomers and partners of the IANA services; and

4. Maintain the openness of the Internet.

The shape of the IANA transition was significantly
clarified at the March 2016 ICANN meeting in Mar-
rakesh. The organizations that make up the Cross-
Communication Working Group approved an “enhanced
accountability” proposal for ICANN governance. A sep-
arate proposal related specifically to IANA stewardship
had already been approved by the IANA Stewardship
Transition Coordination Group, although it left import-
ant questions unresolved. Both proposals were approved
by the ICANN board on March 10, 2016.
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In the ICANN enhanced accountability proposal, the
US and like-minded stakeholders were able to fend off
an attempt by China, Russia, and other governments
to give governments substantially greater control over
ICANN through the Governmental Advisory Com-
mittee (GAC). Those governments hoped to weaken
the voting threshold required for GAC “advice” to the
ICANN board from the current requirement of full
consensus to a simple majority. Had they succeeded,
the US and its allies could have lost their ability to pre-
vent the GAC from seeking to impose policies on the
ICANN board—and even changes to ICANN bylaws—
that could be highly damaging to the multistakeholder
model. Fortunately, the proposal was not adopted: mov-
ing forward, the GAC will be unable to give advice to
the ICANN board unless it has full consensus, with no
country lodging a formal objection.

While this outcome represents a victory for the US
position, it leaves an important set of issues unresolved:
the means by which ICANN or some other body will
oversee the IANA function itself. The administrator of
the new post-transitional IANA, as an affiliate of ICANN,
should not be expected to decide policy questions, such
as whether “.ram” is an appropriate domain name. Nei-
ther should the ICANN community, which sets policy,
be given the power to enforce that policy. Enforcement
should be done by a separate body that is structured to
ensure impartiality and that is as insulated as possible
from political influence.

The promise of the Internet inheres in its open archi-
tecture, its user-driven standards, and the freedom to
innovate technologically. That promise is at risk when
governments insist on establishing controls over those
spontaneous processes. Internet technology must be
allowed to progress unhindered. Proper Internet gover-
nance is crucial for both human rights and the promise
of prosperity.

The Private Sector’s Role. As President Clinton fore-
saw, technological innovation holds tremendous promise
for prosperity and freedom around the world. One key to
realizing that promise lies in the Internet’s open archi-
tecture, which in turn requires keeping the crucial role
of organizations such as the Internet Engineering Task
Force (IETF) free of government regulation.
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Figure 4. Growth of the Mobile Internet, 2007-15
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The IETF is the organization that sets the standards,
or “protocols,” that the networks, routers, computers,
and other devices that make up the Internet use to “talk”
to each other and transmit information seamlessly. The
US and like-minded stakeholders, including the IETF
itself, have so far succeeded in preserving the IETF’s
independence. But the IETF’s independent role—and
that of an unfettered private sector more broadly—
needs to be more fully enshrined in domestic and inter-
national laws and institutions.

The private sector is also the key to enhancing free-
dom in countries with repressive regimes. Private firms,
many of them entrepreneurial startups, have been
almost exclusively responsible for connecting billions
of people to the Internet—primarily, as noted earlier,
through the explosive growth of mobile wireless broad-
band. (See Figure 4.)

The private sector has also led the way in develop-
ing technologies that have facilitated online freedom
even in the face of political repression. For example,
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private-sector innovation led to the development of
Virtual Private Networks (VPNs), which have proved
effective in evading the most common censorship tools
available to repressive governments. VPNs have become
increasingly difficult to block, and Cloud technolo-
gies have now opened the possibility of Cloud-based
VPNs to become universally distributed from virtually
any IP address. Jigsaw (previously Google Ideas), Goo-
gle’s think tank and technology incubator, has created a
source tool called uProxy, which allows Internet users
to circumvent government firewalls.53 The combina-
tion of privacy, encryption, and Cloud computing holds
enormous promise for Internet freedom, and the US
government should do what it can to promote it.
Because the Internet is dominated by private firms,
the private sector is inevitably caught up in govern-
ment efforts to control how it is used, sometimes plac-
ing companies in direct conflict with nation-states. In
such situations, the private sector has an obligation to
self-regulate—to be transparent about the requests it
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receives for content removal, data localization, and sim-
ilar impositions, especially in repressive countries. To
the extent that private companies facilitate strategies
of repression, they become part of the problem. They
have an obligation to resist unlawful demands—and to
oppose the enactment of legal regimes that may require
private-sector participation in strategies of repression
and control as a condition of doing business.

At the same time, the US and other Western govern-
ments must recognize that private firms are limited in
their ability to resist sovereign states’ persistent efforts
to enforce censorship or demand production of informa-
tion for surveillance and law enforcement purposes. To
date, there is little evidence of US engagement—beyond
talk—to support US companies’ efforts to resist author-
itarian demands. One avenue to be explored, discussed
further in Chapter IV, is to more actively enforce trade
agreements that limit such practices.

In this context, the private sector has been correct
to resist US officials’ proposals to mandate backdoors
into encryption software. If the US prohibits the devel-
opment of unbreakable encryption, the effect will sim-
ply be to drive encryption and privacy services overseas,
putting at risk one of America’s most powerful and valu-
able competitive advantages in the world economy.
While the US government has a strong and legitimate
interest in the ability to investigate and prosecute ter-
rorism, cybercrime, and other activities involving digital
communications, it must meet those responsibilities by
exploiting the full array of intelligence-gathering capa-
bilities at its disposal, not by weakening the overall secu-
rity of the Internet.

Principles and Policies

There is broad agreement that advancing Internet free-
dom throughout the world is in America’s national inter-
ests. As President Clinton’s top Internet adviser said in
1999, “The Internet is a medium that has tremendous
potential for promoting individual freedom and individ-
ual empowerment. . .. We should maximize the opportu-
nity for human freedom.”>* In its May 2011 International
Strategy for Cyberspace, the Obama administration reaf-
firmed that commitment:
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The United States will be a tireless advocate of
fundamental freedoms of speech and association
through cyberspace; will work to empower civil
society actors, human rights advocates, and jour-
nalists in their use of digital media; and will work
to encourage governments to address real cyber-
space threats, rather than impose upon compa-
nies responsibilities of inappropriately limiting
either freedom of expression or the free flow of
information.

There is also a broad consensus about what online
freedom means in practice. As discussed earlier, the
right to access information and express one’s political
views is recognized in a variety of treaties and agree-
ments. It hardly seems likely that further refinements
in the concepts embodied in international agreements
or the words in which those concepts are expressed
is necessary.

What is needed is action. The recent success of
authoritarian regimes detailed earlier shows that our
efforts, and those of our allies, to promote Internet free-
dom have not been sufficient. If freedom is to advance,
we must accompany our words and intentions with
greater resources and more assertive policies. In short,
the US must be willing to take risks and bear costs in the
cause of online freedom.

Government’s first role is to support civil society
and the private sector. The digital economy is in many
respects a medium of communication—from email and
text messages to social media, mobile apps, and elec-
tronic games, Internet commerce consists of facili-
tating interpersonal communications. Thus, it is no
coincidence that cutting off access to social media and
other online communication tools has become a top
priority of repressive governments, especially when
under stress.

The US government can assist in such situations
through both technological and diplomatic means,
including the exercise of soft power and the threat or
actual imposition of sanctions. What it cannot do is
stand by while foreign governments violate their human
rights and international trade obligations.

In addition to supporting the private sector, the US
government must work more effectively with like-minded
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states to advocate and act on behalf of online freedom,
and together they must seek to expand the universe
of countries that recognize and respect those rights.
Thanks to the globalization of communication and cul-
ture brought about by the Internet, liberal democracy is
engaged in the cultural equivalent of a standards war—a
battle of ecosystems, one closed and repressive, the other
open and free. As in every standards war, scale matters.
The US cannot win by going at it alone.

The US has a strong national interest in preserving
and enhancing the Internet’s role in furthering funda-
mental values of individual liberty, self-determination,
and the rule of law. These values are under attack by
sophisticated state actors who are actively working
to advance authoritarian ideologies through political
repression and are increasingly and effectively utilizing
digital technologies to achieve their ends.

The US must develop and implement effective strat-
egies to counter and defeat these efforts, by asserting
and actively promoting global rights of online freedom of
expression, association, and access to online informa-
tion. To do so, it should be prepared to act unilaterally,
through bilateral engagements with other nation-states
and through multilateral institutions. Specifically, the
US should do the following.

Use all elements of US diplomatic and economic
policy to discourage autocratic states from cen-
sorship and oppression. The US should seek to raise
the costs to autocratic governments of censorship, sur-
veillance, or suppression of political, social, cultural,
and scientific speech using all appropriate tools. These
tools include raising public awareness of violations
of Internet freedoms and being prepared to take tan-
gible actions, up to and including imposing sanctions,
on a multilateral basis wherever possible, against
repressive governments that persistently violate indi-
vidual rights.

To increase global focus on the importance of
online freedom, the Department of State should pub-
lish an annual report that brings together the relevant
sections of the existing country reports into a single
document—and publicize its findings aggressively. As
discussed in detail in Chapter IV, the US should also
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consider filing actions in the World Trade Organiza-
tion (WTO) against repressive governments, such as
China, whose censorship of global information services
appears to violate the General Agreement on Trade in
Services.

Significantly expand US social media and other
digital communication efforts to effectively com-
municate and promote fundamental online free-
doms. While the private sector must lead in promoting
US values, the US government can and should ensure
that its positions, and the values behind them, are com-
municated globally, including in countries where repres-
sive governments seek to censor political information
and punish political expression and where dissidents
are actively resisting oppression. Toward this end, the
US should expand funding for the BBG and the NetFree-
dom Task Force.

Formalize, expand, and strengthen the Freedom
Online Coalition. The US should more actively engage
with the FOC to organize diplomatic activity at the min-
isterial and head-of-government level and to harmo-
nize principles of domestic Internet policy and norms
of global Internet governance. Working with the FOC,
the US government should lead a multilateral Freedom
Online Initiative that would bring to bear the financial,
technological, diplomatic, and communications capabil-
ities of the civilized world to advocate freedom of speech
and free access to information in the digital ecosystem
and to promote international agreement around issues
such as transnational surveillance and data access.>®

Promote increased access to the Internet through
market-oriented policies. Polling data show a high
correlation between expanded Internet access and
popular desire for Internet freedom.5” Private invest-
ment and market-oriented policies have dramatically
increased online access. The US should continue to pro-
mote such policies through its bilateral relationships
and international forums, such as the International
Telecommunications Union and the World Bank, and
actively oppose policies that discourage investment,
such as excessive regulation.
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Strengthen civil-society groups’ role in studying
and promoting online freedom. Specifically, the
US should provide additional funding to the National
Endowment for Democracy to promote Internet free-
dom through grants, studies, and global collaboration
with civil-society organizations.

Expand, intensify, and support both public and
private participation in international forums
where Internet policies are set. Countries such
as Russia and China are increasingly engaged in the
technical-standard-setting activities that take place
in international forums such as the IGF, ITU, IETF,
ETSI, IEEE, W3C, and 3GPP. The US should cooper-
ate with and support the efforts of the private sector,
civil society, and like-minded governments to pro-
mote standards and policies consistent with Internet
freedom. One good example would be to support the
IETF’s Internet Engineering Steering Group’s pro-
posed “HTTP Status Code to Report Legal Obstacles,”
which would tell users when access to websites is being
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blocked for legal reasons, allowing users eventually to
know why and by what authority their Internet access has
been blocked.®

Vigorously promote and defend the multistake-
holder model of Internet governance. The ICANN
board is structured by the multistakeholder commu-
nity to facilitate Internet governance. Some of the more
authoritarian governments have tried to establish state
leverage over the ICANN board deliberations by requir-
ing the board to obey the Government Advisory Com-
mittee’s “advice.” In March 2016, the ICANN board
approved accountability proposals that successfully
blocked this bid, requiring consensus of all governments
in the GAC before they can intervene decisively in Inter-
net governance decisions. That gives the US a veto over
GAC actions, and it is vital that the US not give up or in
any way weaken its veto in GAC or similar intergovern-
mental bodies. The US should also insist that the JANA
function be supervised by an independent entity shielded
from the politics of ICANN and “the community.”
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IV. International Trade
and Digital Commerce

he digital economy encompasses virtually every
T aspect of global commerce. It has enhanced pro-
ductivity, enabled entrepreneurship, accelerated inno-
vation, made supply chains vastly more efficient, and
opened up access to distant markets for even the most
modest startups.! It has spawned a tidal wave of new
business models and many of the world’s most innova-
tive and powerful companies. Of the world’s 10 largest
companies by stock market capitalization, half are giants
of the digital ecosystem.>

Cross-border data flows are indispensable to this suc-
cess. The Internet continues to reach even more people
with even faster connection speeds. In 2015, 3.2 billion
people had Internet access, accounting for 43 percent
of the world’s population.3 Internet industries alone
accounted for $966.2 billion of US GDP in 2014, about
6 percent of the overall economy.#

The Internet has become integral to virtually every
sector of industry and is contributing to global growth
on a systemic basis. According to the McKinsey Global
Institute, from 2004 to 2009 the Internet was respon-
sible for 11 percent of GDP growth in the 13 countries
surveyed and for 21 percent of growth in the nine most
developed economies.> A more recent report from the
McKinsey Global Institute estimates that the volume of
data flows multiplied 45 times between 2005 and 2014,
contributing an estimated $2.8 trillion to global GDP—a
larger impact than the trade of physical goods.

As shown in Figure 5, from an economic perspec-
tive, the phrase “information age” is more than a slo-
gan: intangible assets (i.e., intellectual property) now
account for more than 8o percent of the value of the
S&P 500, up from less than 20 percent in 1975.

The Internet’s chief effect on overall global eco-
nomic growth comes from the increased productivity
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that results from increased data flows. The Internet
allows tighter management of the production chain and
increases its efficiency.” It allows production chains to
be more dispersed by reducing the effective “distance”
between points of comparative advantage. Cloud com-
puting puts companies in constant contact with sup-
pliers and customers, reducing delay, risk, and other
transaction costs.

While the disruptions associated with the digital
economy are not without costs, the net impact is pos-
itive. McKinsey, for example, found that 2.6 jobs were
created for every one destroyed in the digital economy.®
The United States International Trade Commission
(USITC) concluded that digital trade has raised US GDP
by between 3.4 to 4.8 percent and in the aggregate has
created as many as 2.4 million jobs.?

The Internet has dramatically leveled the playing field
for small- and medium-sized businesses (SMEs), includ-
ing in developing countries where SMEs are the largest
contributors to job creation.'® The Internet gives SMEs
access to a global market without the need to be phys-
ically present anywhere. It has led to the creation of
micro-multinationals: small companies that can compete
globally, almost from startup.™

For similar reasons, Internet connectivity has also
become crucial for economic prospects in the devel-
oping world. Internet penetration has an even more
positive impact for low- and middle-income countries’
economic growth than for high-income countries (Fig-
ure 6). Where agriculture remains a large part of the local
economy, the Internet could increase farmers’ income
by more than 20 percent, for example by making accu-
rate information about weather and pricing more readily
available, thereby increasing productivity and reducing
risks and other costs.”?
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Figure 5. Value of Tangible and Intangible Assets as a Proportion of S&P 500 Market Value
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The dramatic expansion in global data flows has led
to the proliferation of multinational supply chains of
ever-increasing complexity and, in turn, to disruptive
business models that are revolutionizing the world
economy. The USITC has estimated that the Internet
can reduce trade costs by an average of 26 percent.'3

The iPhone remains a great example. Apple cre-
ates the overall design and its most complicated parts,
but many components are designed and manufactured
around the world, crossing borders several times, until
much of the final product is assembled in China and
then shipped, distributed, and sold globally, often with
some form of financing. This complex supply chain,
which would be impossible without the Internet, is what
allows Apple and its competitors to provide astonish-
ingly powerful devices to the public in miniature pack-
ages, at prices most people can afford.
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Maintaining free trade in electronic commerce
is also in America’s national interest from a strate-
gic perspective. As discussed earlier, the benefits of
the digital ecosystem depend mightily on economies
of scale and scope. The ability of US Internet compa-
nies to prosper thus depends on having access to the
global market. Conversely, if the US Internet sector
were to be limited or excluded from serving such mas-
sive and rapidly growing markets as China and India,
it would find itself at a severe comparative advantage.
The stakes are therefore high for trade agreements
such as the recently completed Trans-Pacific Partner-
ship Agreement (TPP) and those on the horizon: the
US-EU Trade and Investment Partnership Agreement
(TTIP), Trade in Services Agreement (TISA) negotia-
tions in the WTO, and negotiations on digital issues in
a future WTO trade round.
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Figure 6. Effects on Economic Growth of Technology Penetration
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Opportunities and Challenges

The rising standards of living and increased connectivity
among societies and cultures that have been enabled by
digital commerce are good for the world and for Amer-
ica. But the emergence of the global digital economy has
also created policy challenges that the US must address.
This section focuses first on China, whose mercantilist
policies significantly threaten digital trade’s integrity
and vitality. Next we focus on issues specific to trade
relations with the European Union. Lastly we discuss
the need to develop and successfully execute a compre-
hensive digital-trade strategy.

The Challenge of China. China’s increasingly aggres-
sive strategy of economic cyber espionage, combined
with its protectionist digital-trade policy, poses a major
challenge for US policy.
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IP Theft. General Keith Alexander, former director of
National Security Agency (NSA), has called China’s
economic espionage and cyber theft of US intellectual
property “the greatest transfer of wealth in history.”*4
On the legal side, China is erecting costly barriers
to ICT commerce in the form of counterterrorism,
national security, business regulation, and censorship,
typically in the guise of regulation for “public mor-
als.” These activities, among other things, give Chinese
companies an unfair and—under WTO and other inter-
national agreements—often illegal competitive advan-
tage over US companies.

The total losses to the US economy from theft of
IP and trade secrets have been estimated at more than
$300 billion annually, and the vast majority of those
attacks originate from China.'> Regrettably, the US gov-
ernment’s response has been ineffective. A much more
energetic and strategic approach is urgently needed.
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In devising a strategy for combating Chinese cyber
theft, it is important to distinguish between traditional
espionage, including economic espionage, and com-
mercial theft—that is, between espionage for national
security and other state purposes and the theft of intel-
lectual property for the commercial benefit of individ-
ual corporations.

The distinction is acknowledged in the Obama
administration’s Executive Order 13694 (April 1, 2015),
which provides for sanctions against persons engaged
in significant cyberattacks. The order seeks to punish
“significant malicious cyber-enabled activities,” defined
as cyberattacks originating outside the US that could
result in “a significant threat to the national security,
foreign policy, or economic health or financial sta-
bility of the United States,” through harm to critical
infrastructure, computers or computer networks, or
“significant misappropriation of funds or economic
resources, trade secrets, personal identifiers, or finan-
cial information for commercial or competitive advantage
or private financial gain.”*®

In September 2015, Chinese President Xi Jinping
and President Obama issued a joint statement during
a state visit in Washington that “China and the United
States agree that neither country’s government will
conduct or knowingly support cyber-enabled theft of
intellectual property, including trade secrets or other
confidential business information, with the intent of
providing competitive advantages to companies or
commercial sectors.”"”

During a subsequent meeting with President Xi, in
March 2016, President Obama said, “We have deep con-
cerns about our ability to protect the intellectual property
of our companies.”® The administration has indicated
that it would consider sanctions if there is no progress
on cyber theft, but it has not been clear on whether and
to what extent there has been improvement.'®

Indeed, US officials have continued to express doubts
that China has been compliant with the terms of the
Obama-Xi agreement. In a recent Senate Foreign Rela-
tions Committee hearing, Senator Ben Cardin (D-MD)
stated that China “might not be living up to its terms”
to stop conducting or supporting cyber-enabled theft
of intellectual property.*® These comments echo the
doubts of other officials, such as those made by Adm.
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Mike Rogers, commander of US Cyber Command, and
Director of National Intelligence James Clapper in con-
gressional hearings in early 2016.%*

While condemning IP theft, neither the executive
order nor the Obama-Xi agreement express disapproval
of traditional economic espionage. The challenges of
maintaining and enforcing such distinctions are evi-
dent in the 2014 US indictment of five members of the
Chinese People’s Liberation Army. The US alleged that
the soldiers, members of the secretive Unit 61398, had
hacked into several American companies and a steel-
workers’ union to steal trade secrets for state-owned
Chinese firms to help give them a competitive edge. As
Attorney General Eric Holder explained:

The alleged hacking appears to have been con-
ducted for no reason other than to advantage
state-owned companies and other interests in
China, at the expense of businesses here in the
United States. This is a tactic that the US gov-
ernment categorically denounces. As President
Obama has said on numerous occasions, we do
not collect intelligence to provide a competitive
advantage to US companies, or US commercial
sectors.>

A closer look at the indictment demonstrates the
challenge for US policy. The indictment charges that the
Chinese hackers stole corporate data that related to an
antidumping case against a Chinese company. Although
labeled “trade secrets” in the indictment, the informa-
tion taken—mostly pricing data and other information
relevant to the legal case—is arguably not qualitatively
different from the sorts of information targeted by
US intelligence agencies for many years. Indeed, one
1996 report noted: “According to the National Security
Agency (NSA), the economic benefits of SIGINT con-
tributions to US industry taken as a whole have totaled
tens of billions of dollars over the last several years.”>3

The US has indeed conducted espionage of a stra-
tegic economic nature, including hacking into private
companies in several countries. The US has also con-
ducted surveillance on the EU antitrust commissioner
for information regarding potential actions against
Google, Intel, and Microsoft; on Japanese officials
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during auto trade negotiations in the 1990s; on French
officials for insight into their allegedly protectionist
trade positions; and on Chinese companies, including
telecom-equipment maker Huawei.**

For US policy to effectively prevent and deter cyber
theft by China and other potential offenders, it is import-
ant to clarify the distinction between illegitimate cyber
theft and strategic economic espionage and, having done
so, to forge international consensus on the boundaries
for legitimate state conduct. While WTO rules do not
yet include comprehensive cyberspace rules, they do
cover IP and trade secrets. The US should vigorously
use the WTO to enforce proper international rules of
the road for the Internet ecosystem. In addition, the US
should continue to refine its domestic legal framework
for IP and trade secrets as the foundation for dealing
with international cyber threats of an economic nature.

Trade Policy and Mercantilism. China’s trade policy
has also been trending in a worrisome direction. After
a period of growing liberalization on the road to WTO
membership in 2001 and for several years afterward,
China has pursued an increasingly protectionist trade
strategy. American companies have been harassed with
specious business practice and antitrust complaints,®
foreign direct investment is often subject to onerous
conditions, and national security and public-morals cen-
sorship laws have been used to gain a competitive advan-
tage for Chinese companies at the expense of US and
other foreign entities seeking to do business in China.
In addition, Chinese leaders have embraced a strategy
of “indigenous innovation,” identitying key technolo-
gies, subsidizing Chinese companies to compete against
foreign companies, and closing off strategic sectors to
foreign control. China reportedly hopes to purge most
outside technology from its banks, military, state-owned
enterprises, and key government agencies by 2020.26
Late in 2014, in the wake of the Snowden revelations,
Beijing announced plans for new national security, cyber-
security, and antiterrorism laws. A new National Security
Law was passed by parliament in the summer of 2015.27
Effective January 1, 2016, ICT companies operating in
China are required to provide law enforcement with
technical assistance, including decryption of sensitive
user data in connection with terrorism investigations.
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While the final version of the law dropped explicit provi-
sions to which the White House had objected, including
data localization and backdoors, it is worded in terms
sweeping enough that such requirements could still be
imposed administratively.

The law, in combination with counterterrorism and
cybersecurity laws, leaves foreign companies trying to
do business in China exposed to considerable risk in
the form of regulatory uncertainty and arbitrary reg-
ulatory action. Repeated reference in the law to the
requirement that data and technology be “secure

and controllable”2®

is widely interpreted as providing
authority for the Chinese government to require for-
eign technology companies to build backdoors into
their systems or hand over source code or encryption
keys.*® Such requirements could be imposed through
a series of national security reviews that will focus on
investment in key materials and technologies, includ-

ing Internet and information technologies.

Censorship as Cyber Protectionism. China’s increas-
ingly sophisticated use of censorship also has increas-
ingly serious implications for trade. As the US Trade
Representative (USTR) noted in its latest National Trade
Estimate Report, “China’s filtering of cross-border Inter-
net traffic has posed a significant burden to foreign sup-
pliers.”3° Although it gives no indication that the US
government is moving toward an effective response, the
USTR reports that 8 of the 25 most trafficked worldwide
websites are currently blocked by the Chinese govern-
ment, including Google, Facebook, Twitter, and You-
Tube.3' The New York Times has been banned since 2012.

Some websites are banned permanently, others only
temporarily, but the protectionist effect is increasingly
clear. For example, the now-giant Chinese firm Baidu
received a huge boost when Google was forced to with-
draw from the Chinese market—Baidu stock shot up
16 percent the day it was announced—and similar
instances abound.3*

When challenged to defend its “purge” of foreign
Internet firms, China invokes WTO escape clauses that
allow governments to intervene to protect “public mor-
als” or “public order.” But there are several challenges
to the misuse of those exceptions that the US could and
should raise on the basis of WTO rules.
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When China achieved WTO membership, it assumed
substantial obligations under the WTO’s General Agree-
ment on Trade in Services (GATS). GATS imposes sev-
eral across-the-board mandates relating to transparency,
impartiality, nondiscrimination in government actions,
and opportunity for independent judicial review of
administrative decisions. The Chinese government has
routinely ignored these due process obligations in taking
regulatory action against foreign companies, providing
one route for a WTO challenge.

In addition, WTO members undertake sector-specific
commitments that apply, for example, to web-based and
telecommunications services. There is at least some
support in WTO case law for challenging censorship
as a violation of those commitments.3? In cases involv-
ing China, the WTO Appellate Body has clarified that
the public-morals exception could be invoked for only
narrow, individual circumstances and was not a license
for unrestricted censorship.34 Technology that permits
selective filtering also provides a basis for arguing that
arbitrary blockages and permanent bans on websites
should be considered disproportionate.35

The US should vigorously use WTO mechanisms to
challenge China’s actions in this domain. It should also
insist, as a matter of priority in bilateral relations, that
China clarify in regulation how the new laws are to be
implemented. The US should make it clear that it will
retaliate if Beijing uses the new laws as a pretext to
exclude competition from US and other foreign firms in
the Chinese market.

While punitive reciprocal measures are best avoided
in trade, the US has strong leverage because China
wants Chinese companies to be able to invest in the US,
and restricting access to such investment opportuni-
ties is not nearly as costly to the practitioner as other
measures. Since 2013, China has invested more in the
US than in any other country and is expected to invest
$30 billion in 2016, twice the 2015 figure.3

The US economy greatly benefits from Chinese
investment, and tit-for-tat reciprocity does not generally
constitute good trade policy. But the aggressive Chinese
cyber strategy is tilting the playing field in ways that hurt
strategic US interests and individual US companies. An
appropriately forceful strategy is warranted in response.
The US should communicate the intention to retaliate
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and demonstrate, through carefully chosen actions, that
China is well-advised to take the threat seriously.

On the other hand, part of the TPP’s strategy was
to establish a framework for cooperative international
relations on a free and open basis with China’s neigh-
bors. Henry Kissinger has argued that the best hope for
a future of peaceful and fruitful relations with China lies
in creating opportunities for cooperation while limiting
the possibilities for conflict, perhaps through a “Pacific
Community” based on security cooperation and free
trade as in Europe. Hence the importance of the TPP in
US-China relations. The US government should think of
TPP as a framework for cooperative relations that China
may one day be willing to join. That strategy enhances
the chances that, in the long-run, issues of concern in
the digital domain will be resolved more in the spirit of
cooperation than confrontation.

Issues Affecting the EU. The US also faces digital-
trade challenges with the European Union, although
they are not nearly as severe as those with China.
EU countries are more committed to free and open
trade, particularly in the digital arena. The main chal-
lenge in Europe arises not from a desire to protect and
advantage domestic companies at the expense of for-
eign ones, but rather from a particularly strong desire
to protect privacy, sometimes at the expense of free
speech and free commerce.3”

The two main problem areas here arise from
the emerging right to be forgotten and the EU’s
data-protection policies, which create a need for the
US to negotiate “safe harbor” agreements for American
companies to be able to operate relatively freely. These
and related issues of free data flows should be folded
into the main trade negotiations, namely the TTIP and
TISA. The issues have taken on added urgency with
France’s decision to fine Google more than $110,000 for
refusing its demand to implement the right to be forgot-
ten by removing material on websites accessible outside
of France.3®

In 1995, the European Union adopted the Data Pro-
tection Directive, which provides several special pro-
tections for personal information, including the right
to notice and consent to the collection and public dis-
closure of personal data and guaranteed security for any
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T he right to be forgotten arose out of an obscure
Spanish court case, but it has become a major
obstacle to EU-US digital commerce.

1998: Spanish citizen Mario Costeja Gonzalez puts
his home up for auction to address his financial trou-
bles. The auction details are covered in a Spanish
newspaper and later published online.

2010: Mr. Gonzalez lodges a complaint with the Span-
ish Data Protection Agency (AEPD) against the news-
paper, Google, and Google’s Spanish subsidiary. He
argues that the search results related to the auction of
his home are irrelevant and damaging to his reputation
and that Google should delist all search results related
to the repossession. The case is referred to the ECJ.

May 13, 2014: The ECJ rules in favor of Mr. Gonzalez.
In this ruling, the ECJ establishes EU citizens’ right to
request personal information be delisted from search
results, subject to case-by-case analysis and balanced
against competing rights such as freedom of expres-
sion and the public interest.#3

Timeline: The Right to Be Forgotten

September 21, 2015: CNIL, France’s privacy regula-
tor, rejects Google’s attempt to limit the application
of the right to be forgotten to EU domains, effectively
calling for a global application of the rules.#

January 2016: The EU releases the General Data Pro-
tection Regulation (GDPR)—a massive overhaul of
European privacy law—which includes a provision on
the right to be forgotten. The provision establishes a
system under which platforms have a strong disincen-
tive to dispute takedown requests, threatening free
expression and access to information on the Internet.4

May 2016: Google announces it is appealing France’s
fine for failing to accept extraterritorial application of
right to be forgotten.4°

To date: As of May 19, 2016, Google has received
381,495 requests, evaluated 1,344,859 URLs for
removal, and delisted 485,627 links.4”

data collected, with certain exceptions.3? The US, on
the other hand, provides certain protections for private
information (e.g., the Fair Credit Reporting Act), but the
First Amendment broadly protects the right to publish
information about people.

After the EU directive was passed, the US and the EU
negotiated a so-called Safe Harbor agreement, under
which US companies could certify that they met privacy
obligations prescribed in the 1995 directive. These obli-
gations include notice to individuals that data are being
collected, an option for the individual to opt out of data
collection, certification that data are transferred only
to third parties that also abide by the Safe Harbor rules,
adequate data security, allowing individuals to see and
correct data if necessary, and proof of effective enforce-
ment of the rules.4°
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The Snowden leaks helped make the Safe Harbor
agreement highly controversial in Europe, as information
emerged about the access that NSA has gained to private
European information through US companies.* On Octo-
ber 8, 2015, the European Court of Justice (ECJ) ruled
that the Safe Harbor agreement was invalid. The court
ruled that EU citizens were not adequately protected and
that individual EU member states could investigate and
rule on privacy complaints from their citizens.**

With thousands of companies reliant on the Safe Har-
bor agreement to do business in Europe suddenly facing
enormous potential legal liability, US and EU negotiators
scrambled to negotiate a new framework. On February
2, 2016, they released the US-EU Privacy Shield, which
appears to have effectively covered American companies,
although it is also expected to be challenged in court.4®
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On April 14, 2016, the EU Parliament formally
approved the General Data Protection Regulation
(GDPR), which will go into effect in 2018. It will
strengthen the individual’s control over their personal
data by new rights that will be bestowed on EU citizens,
such as the right to data portability and the right to be
forgotten.® This timeline raises the pressure on negoti-
ators to conclude TTIP.

In 2014, the ECJ ruled that individuals had the right
to demand that links on the Internet with information
about themselves be removed from search engines, even
if the information was accurate, the so-called “right to
be forgotten.”5° This ruling forced on Google, which has
80 percent of the search-engine market in Europe, the
responsibility for implementing EU privacy regulations.
By the end of 2014, Google had complied with 41 percent
of the requests to remove links (208,000 of 503,000
links) under the right to be forgotten.>

In July 2015, the situation took a dramatic turn for the
worse when CNIL, France’s data-protection authority,
demanded that Google remove the prohibited links from
all its search engines worldwide. In effect, the French
government, extrapolating from the ECJ decision, is
mandating that a US-based multinational company fol-
low the extraterritorial dictates of a national regulator
on a worldwide basis.>* As noted earlier, in March 2016,
France fined Google more than $110,000 for not scrub-
bing web search results widely enough.53 In May 2016,
Google announced it was appealing the decision.>

The US and EU are currently negotiating the TTIP
agreement, which will include modernize provisions for
data flows and Internet regulation. Europe’s right to be
forgotten directly flouts principles of free trade in data,
as well as in other goods and services. US negotiators
should introduce this issue into the ongoing talks, with
the stipulation that, at a minimum, Europe’s attempt to
force a worldwide delisting of information would not
be allowed. In addition, since the TTIP negotiations are
likely to stretch out over some years, the Obama admin-
istration should immediately initiate bilateral negotia-
tions on this issue.

Barriers to Data Flows. Cross-border data flows,
which are essential to the new economy, have been made
possible by the Internet’s free and open architecture.
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The Microsoft-Ireland Case

rance is not the only country asserting extra-
F territorial jurisdiction over digital infor-
mation. In what is commonly known as the
Microsoft-Ireland case, the US Department of Jus-
tice (DOYJ) is asserting the right to force Microsoft
to produce data stored on the company’s servers in
Dublin, Ireland.

The case began on December 14, 2013, when
the DOJ was granted a warrant ordering Microsoft
to produce the contents of emails connected to a
drug-trafficking case. The emails themselves were
stored in a data center owned and operated by Mic-
rosoft but located in Dublin. Microsoft challenged
the warrant, which was upheld in April 2014, and a
series of rulings and appeals have now landed the
case in the Second Circuit Court of Appeals.5S

The fundamental legal questions at stake in
this case are whether the DOJ’s search would
technically be taking place in the US or Ireland
and whether Microsoft’s data center or Micro-
soft itself is subject to the warrant. A favorable
ruling for Microsoft could make it difficult for
US law enforcement to pursue and indict crimi-
nal behavior, while a favorable ruling for the DOJ
would establish what some characterize as a dan-
gerous legal precedent, by which nations such as
China, Iran, and Russia could compel the disclo-
sure of data stored in the US. A massive amount
of Cloud-enabled commerce hangs in the balance,
with some of Microsoft’s allies alleging that a deci-
sion in DOJ’s favor “could cost U.S. businesses bil-
lions of dollars in lost revenue.”s®

Alas, even as data flows increase along with access and
connection speeds—and the emergence of Cloud-based
storage and data-processing services—governments
around the world are racing to erect barriers. Barriers
to data flows come in many forms, but their impact
is almost uniformly negative for foreign companies,
domestic companies, and the Internet itself.5
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Barriers to market access affect data flows by gen-
erally affecting flows of goods, financing, and services.
Data-localization measures require companies to store
data or conduct other digital activities within a country’s
borders. Local content requirements mandate that a cer-
tain percentage of a good or service be produced locally
or discriminate against foreign providers in other ways.
Digital examples include requiring Internet searches to
be performed by local data centers. Forced transfers of
intellectual property as a condition of doing business in
a country are particularly pernicious, with China being
the preeminent example.5®

Like all forms of protectionism, barriers to data flows
obviously hurt foreign companies hoping to enter a
country’s domestic market. But they are just as hurtful
to the home country’s economy. Behind such barriers,
businesses and business practices tend to fall further
and further behind the longer they are shielded from
competition and, often, from access to the latest tech-
nology. The effects are felt throughout the local econ-
omy as local firms are deprived of the distributed,
hyper-efficient supply chains made possible by a free
and open global Internet.

The effects also diminish world economic growth
by diminishing the network effect, which increases an
Internet platform’s productivity and value in proportion
to the number of users on the system. Barriers to data
flows are particularly devastating for the developing
world. A recent Deloitte study concludes that expand-
ing Internet access to the four billion people who do not
currently have it in developing countries to the levels
of developed countries would increase productivity by
25 percent, add $2.2 trillion to their collective GDP, and
increase GDP growth by more than 70 percent.>®

The US government should make digital-trade issues
its highest priority in its trade strategy and should seek
to eliminate barriers to data flows through diplomatic
and commercial forums and in the WTO. Of course the
US should be sensitive to legitimate government inter-
ests in safeguarding privacy or preventing access to mor-
ally offensive content.

Export controls on computer software constitute
another form of barriers to international data flows. Such
controls exist under US law® and through international
agreements, primarily the Wassenaar Arrangement—a
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multilateral export-control regime for sensitive dual-use
technologies, which replaced the Cold War—era Coor-
dinating Committee for Multilateral Export Controls
(CoCom).®* Based on concerns that authoritarian
regimes were using certain software technologies to cen-
sor and repress dissent, the 41 nations that participated
in the scheme agreed in 2013 to subject intrusion soft-
ware to the Wassenaar export-control regime.®> How-
ever, in the implementing regulations proposed by the
Obama administration, the definition of intrusion soft-
ware was so broad that it would have prohibited US
companies from exporting legitimate security software
used to prevent hacking, thereby weakening network
security and putting US companies at a competitive
disadvantage.®

In February 2016, the Department of State bowed to
pressure from Congress and the business community
and announced it was giving up efforts to implement
the software-intrusion provisions and withdrawing US
agreement to the new provisions.® However, export
controls’ impact on the competitiveness of US informa-
tion technology companies, especially on Cloud com-

puting, remains a source of concern.®

Encryption. The debate over encryption and law
enforcement presents policymakers with painful dilem-
mas in many areas.®® It is a major source of tension in
trade policy, affecting the privacy of American consum-
ers, the global competitiveness of US tech companies,
and barriers to data flows abroad. Careful consideration
of these ramifications compels the conclusion that the
US government should reject a policy of weakening
encryption for the benefit of law enforcement.

The battle between encryption and law enforcement
burst into the headlines with the FBI’s investigation
into the San Bernardino terrorist attacks. On February
16, 2016, a federal judge ordered Apple to help the FBI
access an iPhone 5C belonging to dead terror suspect
Syed Farook. The FBI needed to circumvent a security
feature that wipes all data on the iPhone after 10 failed
attempts to enter the password. Apple CEO Tim Cook
vowed to fight the FBI’s demand, arguing that it was ask-
ing the company to build a backdoor to the iPhone that
would weaken its security generally. The controversy was
resolved when the FBI contracted with a third party to
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bypass the iPhone’s security feature by exploiting a previ-
ously unknown (“zero-day”) vulnerability; on March 28,
2016, the FBI withdrew its petition for the court order.

Apple, Google, and makers of apps such as WhatsApp
(owned by Facebook) and Signal have announced that
they are adopting sophisticated end-to-end encryption
that will soon be virtually unbreakable.®” FBI Director
James Comey has accused the tech companies of “mar-
keting something expressly to allow people to place
themselves beyond the law.”®® Senator Tom Cotton
(R-AR) has warned that encryption could make Apple,
Facebook, and Google “the preferred messaging services
of child pornographers, drug traffickers, and terrorists
alike” and has called for legislation to mandate a back-
door.% Senators Richard Burr (R-NC) and Dianne Fein-
stein (D-CA) have circulated a proposed Compliance
with Court Orders Act of 2016, which would require
encryption providers to be able to decrypt data subject
to a court order, essentially requiring a backdoor.”

The idea of requiring that encryption be breakable
has several major drawbacks. First, there is no techni-
cal way to comply with such demands without intro-
ducing weaknesses into the encryption that other
governments and cyber criminals might be able to
exploit, making American companies and citizens alike
more vulnerable to massive economic espionage and
cybercrime. Second, mandating that American com-
panies weaken their encryption will give a competitive
advantage to foreign companies in jurisdictions that
do not impose similar legal constraints, so the demand
for encryption would merely be exported abroad. And
finally, other governments will demand the same access
of American companies abroad and may do so to con-
duct surveillance on political dissenters or for other
nefarious purposes.

As three former US national security officials wrote,
“China will insist on the same. There will be no princi-
pled basis to resist that legal demand. The result will be
to expose business, political and personal communica-
tions to a wide spectrum of governmental access regimes
with varying degrees of due process.””* As Claude Bar-
field writes, “The encryption debate forces a careful bal-
ancing of privacy and security. As matters now stand,
the balance tilts in favor of the proponents of end-to-

end encryption.””?
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Developing a Comprehensive Digital Trade Strat-
egy. The best approach for addressing cyber-trade issues
is through multilateral trade agreements. The US can
exert its influence in crafting free-market, competitive
rules for the Internet in several potential trade negotia-
tions. These include the TPP, the TTIP, the WTO TISA
negotiations, and a future WTO trade round.

The final text of the TPP was released on January 26,
2016, and is awaiting enactment in the various capitals,
including Washington, DC.73 The TPP includes com-
prehensive rules for digital trade that would be legally
binding and part of an overall dispute-settlement
mechanism, including mandates on free data flows, on
nondiscrimination of digital goods and services, and
against local data storage and processing. Specifically,
the e-commerce chapter of the TPP includes the fol-
lowing rules:

The TPP
requires member states to allow the free flow of

e Cross-Border Data Transfer.

cross-border transfers of information, including
personal information, for the conduct of business.
The only exception to this obligation is in the pur-
suit of a “legitimate public policy objective.””* The
exception, however, cannot be undertaken in a
manner that constitutes arbitrary or unjustifiable
discrimination or a disguised restraint of trade.

e Forced Localization. No TPP member may
require a business to locate computing facilities—
including servers and storage devices—within its
territory, with the same public-interest exception
described earlier.

e Transfer of Source Code. The TPP prohibits a
requirement to transfer software source codes as a
condition of conducting business or investing in a
TPP country. There is an exclusion from this rule
for “critical infrastructure,” which is undefined in
the agreement.”>

e Customs Duties on Internet Traffic. The TPP
prohibits the imposition of customs duties on
cross-electronic transmission. This prohibition
does not preclude TPP countries from imposing
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internal taxes or fees on content transmitted
electronically.

e Privacy and Consumer Protection. Other
sections of the e-commerce chapter contain
consumer-protection requirements and man-
dates to provide consumers with full information
concerning their privacy rights.

the entire

e-commerce chapter comes under the full scope

e Dispute Settlement. Finally,

of the TPP dispute-settlement system.

Why is TPP important? The 12 nations party to the
agreement already constitute more than a quarter of
total world trade and about 40 percent of world GDP.
Several other trans-Pacific nations (Colombia, Indone-
sia, Korea, and Thailand) have expressed strong interest
in joining this megaregional pact. Thus, if successful, the
TPP will exert a powerful precedent-setting role in inter-
national trade rules governing the Internet.

Washington’s long-range goal should be to incorpo-
rate the TPP template into the WTO whenever WTO
member states agree to a new trade round. The sooner
TPP passes, the better because of the crucial precedent
it will set. Its principles should provide the baseline for
all future US digital-trade negotiations.

Specifically, the principles that have defined US nego-
tiating goals in TPP were set forth by Deputy US Trade
Representative Robert Holleyman in May 2015.7° Among
the most important are:

e Agreeing unanimously to the principle of a free and
open Internet;

e Completely prohibiting customs duties on Inter-
net products;

e Guaranteeing nondiscrimination between domes-
tic and foreign competitors;

e Opposing requiring technology transfers as a con-
dition of doing business;

e Minimizing barriers to cross-border data flows;
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e Preventing trading nations from forcing compa-
nies to localize data services;

e Safeguarding network competition;

e Ensuring technologically neutral electronic signa-
tures and authentication; and

e Fostering innovative and effective encryption
products.

These principles will hopefully guide US negotiators
on future trade negotiations, starting with the TTIP.
As TTIP negotiations progress, settling looming ques-
tions and potential conflicts regarding the Internet will
be important. These would include several major issues
described earlier, including the right to be forgotten and
negotiations for a new Safe Harbor agreement. For both
issues, the goal should be a binding legal settlement as a
part of the final TTIP agreement.””

The WTO Uruguay Round, which concluded in 1995,
created a separate discipline for trade in services that is
now binding for all WTO members: GATS. GATS intro-
duced two sets of obligations on member states. The first
simply adds the existing most-favored-nation (MFN)
principle to the services sector. The second includes the
national treatment principle and a set of market-access
rules to ensure fair competition across and within bor-
ders. Examples would include a prohibition on limiting
the number of service providers in a given sector.

These rules, however, apply only to sectors in which
amember state has specifically committed to such liber-
alization. Among the sectors that have the highest WTO
member commitments are professional, financial, and
telecommunications services.”® Importantly, these sec-
tors are central to Internet services.

After the Uruguay Round, separate negotiations were
mounted for financial services and basic telecommuni-
cations services. In addition, as noted earlier, individ-
ual bilateral and regional free-trade agreements (FTAS)
have advanced services liberalization in general and have
updated rules that include the Internet.

In 2000, WTO members agreed to launch a new
overall round specifically for services negotiations.
Participation is voluntary, but at this point some 24
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WTO members have joined the negotiations. (This
counts the 28 EU nations as one body: counting them
separately would bring the total to more than 50.) They
encompass more than 70 percent of the world’s total
services trade.”?

If successful, the negotiations would multilateral-
ize many of the goals and provisions in existing FTAs,
as well as those under negotiation. It is also assumed
that more of the 161 current WTO members would grad-
ually sign onto the updated services disciplines. As to
substance, there is a good deal of overlap in the spe-
cific proposals being considered in the TPP and TTIP.
From leaked documents, it is clear that the negotiators
are tackling most of the priority issues, including restric-
tions on data flows, particularly regarding financial data,
balanced privacy protections, consumer protections,
prohibitions on mandated technology transfers, intellec-
tual property rights protection for digital products and
services, protection of source code, nondiscriminatory
authentication and signature rules, and prohibition of
customs duties.®°

Down the road, rules for digital trade should become
a central element of the next WTO round of negoti-
ations. The United States will certainly not achieve
all its goals for digital-trade rules. But among the top
priorities should be the extension of time-honored
rules of the General Agreement on Tariffs and Trade
(GATT) and WTO rules regarding nondiscrimination
and national treatment. In digital-trade terms, this will
mean lowering data flow barriers on an MFN basis,
ensuring technological neutrality so that goods and
services supplied electronically receive the same treat-
ment as traditional modes of delivery, holding domes-
tic and foreign service providers and Internet-related
businesses to the same rules, adopting rules to avoid
data-localization requirements, and adhering to a pro-
hibition of mandated technology transfers as a condi-
tion of doing business in a country.

Principles and Policies

The ability of US and other Western information tech-
nology companies to operate freely in the global digital
marketplace is a vital American national interest. With
that freedom, the entrepreneurship and innovation
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spawned by democratic capitalism will continue to give
the US and its allies a strategic advantage in defining the
future of cyberspace while ensuring that the continued
march of technology contributes to the preservation and
spread of our shared values. America’s national interest
is served by creating the largest, most open digital eco-
system possible.

To achieve these objectives, the US should take the
following specific steps.

Develop and execute a comprehensive, “full-court
press” strategy designed to change China’s con-
duct regarding digital trade and IP theft. An effec-
tive strategy will bring to bear all appropriate elements of
US power and persuasion, including collaborating with
our allies and trading partners, taking action through
multilateral organizations such as the WTO, and if nec-
essary, imposing bilateral sanctions, to persuade China
to change its behavior regarding IP theft, mercantilism,
and censorship.

Take effective concrete actions against cyber
theft. The jury is still out on whether China is fulfilling
its commitment under the Obama-Xi agreement. Some
private Internet security companies report that cyber
theft is continuing while others indicate it has declined
significantly. If it is ultimately demonstrated that signif-
icant IP theft is continuing, the US should act with dis-
patch to bring cases and impose sanctions against both
individuals and organizations. Having laid down a strong
gauntlet before the August agreement, the US should
not falter in its resolve—and show the world that it again
cannot act on its own “red lines.”

Make clear that the US would retaliate against
overly aggressive implementation of the Chinese
National Security Law. Should the Chinese govern-
ment act to force backdoors or demand source keys
of de-encryption as a condition of doing business in
China, the US government should move immediately
to retaliate. Although generally tit-for-tat reciprocity
is not a good policy because it harms both sides, given
the high stakes involved in the future of US technolog-
ical superiority, the US government should invoke the
powerful pull of the US economy and act to curtail or
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halt the activities of Chinese companies in the US mar-
ket. China is desperate to promote outward investment
for its growing manufacturing and technology com-
panies, and the US should not cavil at using the huge
market power of the US economy as a trade weapon
if necessary.

Prosecute Chinese censorship through the WTO.
The US and its allies should make vigorous use of WTO
mechanisms to challenge Chinese laws and regulations
that violate its due process and obligations under GATS
and other trade agreements.

Aggressively seek to negotiate a multilateral agree-
ment (i.e., the TTIP) with the European Union that
embodies the principles of the TPP and resolves
current sources of friction, including data shield
and the right to be forgotten. Shift the focus of
EU-US discussions to larger issues with larger long-run
consequences, such as the need to act jointly to combat
Internet balkanization and censorship, promote digital
free markets, fight intellectual property theft, and defeat
the efforts of authoritarian states to transfer Internet
governance to international organizations.

Incorporate protections against state participa-
tion in cyber theft in multilateral agreements.
Extend the agreement between President Obama and
President Xi Jinping that the two nations will refrain
from knowingly participating in operations that result in
the theft of trade secrets or other intellectual property,
such as patents, copyrights, and trademarks. That pledge
has been extended to the G20 nations.

While important, such pledges lack the full force of
international law. With that in mind, the US should add
this commitment to the TTIP negotiations with the EU
and at least attempt the same tactic in the TISA negoti-
ations. Again, the long-range goal would be to incorpo-
rate IP and trade secret electronic theft into the WTO
Trade Related Aspects of Intellectual Property (TRIPS)
agreement.

Promote reduced regulation of Internet firms
and of the Internet. Work with G7, OECD, and other
like-minded countries to develop a consensus on
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minimizing economic regulation and taxation of the
Internet, including discouraging the use of competition
policy and antitrust regulation to discriminate against
US Internet firms.

Continue developing and aggressively pro-
moting a digital-trade policy. Strengthen the US
digital-trade agenda to promote international data
flows, while opposing data localization and national-
ization. Embrace GATT/WTO rules of nondiscrimi-
nation. In digital-trade terms, this will mean lowering
data flow barriers on an MFN basis, ensuring techno-
logical neutrality so that goods and services supplied
electronically receive the same treatment as traditional
modes of delivery, holding domestic and foreign ser-
vice providers and Internet-related businesses to the
same rules, adopting rules to avoid data-localization
requirements, and adhering to a prohibition of man-
dated technology transfers as a condition of doing busi-
ness in a country.

Do not require US firms to create backdoors in
encrypted software and communications. Going
forward, there will be two types of software and com-
munications products: those that are as secure against
hacking and malicious conduct as technologically pos-
sible, and those that are less secure because of govern-
ment regulation. In a cyber version of Gresham’s Law
(“the bad currency drives out the good”), products with
strong encryption will drive those with weaker encryp-
tion from the marketplace. If American firms are to con-
tinue being successful in the global marketplace, they
must be able to offer the strongest possible encryption.
Indeed, a credible commitment by the US government
on this score could give US firms an important compet-
itive advantage—and hence advance the strategic objec-
tive of ensuring that the US private sector continues to
lead in creating the future of the Internet.

Strengthen digital-trade priorities in multilat-
eral trade agreements. Embrace and build upon the
TPP. In addition to reaching a comprehensive accord
with the EU creating a digital free-trade zone as part of
the TTIP, work to incorporate principles of digital free
trade as part of the 50-participant TISA.
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Ensure that export controls under US law and a competitive disadvantage. Seck to reform exist-
under the multilateral Wassenaar Arrangement ing rules to reduce compliance costs and regulatory
do not unnecessarily place US companies at risks.
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V. Cybercrime and
Law Enforcement

he Internet is a series of interactions based on
T trust. Unfortunately, each trust relationship entails
a degree of vulnerability, and the number of trust rela-
tionships involved in opening up a computer and navigat-
ing to a website—or performing any online activity—has
increased exponentially with the number of devices con-
nected to the Internet. The resulting vulnerabilities are
exploited in a variety of ways by a variety of perpetrators,
ranging from economically motivated cybercrime (e.g.,
“ransomware”) to sabotage of critical-infrastructure sys-
tems such as electricity grids or financial networks.

This chapter focuses on strategies for addressing
cybercrime—commercially motivated criminal behav-
ior whose consequences, while large and rising, are pri-
marily economic. Threats to national security associated
with critical infrastructure are addressed in Chapter VI.

While precise estimates are difficult, one study esti-
mates that the costs of cybercrime will reach $2 trillion
by 2019.! Another finds that the average cost of data
breaches is rising and could exceed $150 million per
breach by 2020. Small businesses are particularly vulner-
able, with an estimated 60 percent going out of business
within six months of an attack.?

The largest companies are not immune, nor are the
millions of people who depend on them. In November
2014, for example, malware installed in Target’s secu-
rity and payments systems stole information from more
than 4o million credit cards swiped at the company’s
1,797 stores nationwide. The company reportedly spent
$162 million in response to the breach, but some analysts
estimate the total costs to be much higher3 The Target
breach was one of the largest recorded data breaches in
history and was a major factor behind the company’s
fourth-quarter profit decrease of 46 percent compared
to the previous year.*
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The almost daily occurrence of such incidents threat-
ens to erode trust in the reliability and security of infor-
mation, financial and otherwise, on the global Internet,
perhaps significantly limiting its economic and other
benefits. The World Economic Forum’s 2016 Global
Risks Report found that “cyberattacks and related inci-
dents have been entering the global risks landscape as
among the most likely and most potentially impactful
risks for the past two to three years — in North America,
cyberattacks ranks as the most likely risk by far.”>

Maintaining the trustworthiness of the Internet
against malicious actors and cybercriminals will require
increased effort by both the private sector—whose net-
works and activities are the primary target of cyber-
crime—and governments, especially when it comes to
addressing the transnational nature of cybercrime and
the resulting challenges for law enforcement. In the “real
world” of crime fighting, the criminal, crime, and vic-
tim are generally located in the same jurisdiction. With
cybercrime, this is rarely the case: multiple national
jurisdictions are the rule rather than the exception.®

Opportunities and Challenges

This section highlights the evolving nature of the “Inter-
net arms race” and calls attention to three immediate
policy challenges: enhancing incentives for effective
self-defense, improving global collaboration among
law enforcement agencies, and promoting and enabling
information sharing among private actors and between
the private sector and government.

New Threats, New Defenses: The Internet Arms
Race. The economic consequences of cybercrime are
large and growing. One study estimates that security
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Figure 7. Cyber Breaches by Type, 2004-15
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breaches will cost the global economy $445 billion in
2016, more than the market capitalization of ExxonMo-
bil, Facebook, or Microsoft.” Another study projects the
annual cost of cybercrime to businesses will top $2 tril-
lion by 2019.8 One important component of the cost is
the resources devoted to prevention: recent forecasts
put global cybersecurity spending at more than $75
billion in 2015, growing to more than $170 billion by
2020.1° Cloud security will account for more than half of
this growth, as more and more businesses and consum-
ers move their data to the Cloud."

The extent of the problem is staggering and getting
worse. Nearly every corporate and civilian government
network routinely suffers security breaches of one sort
or another. The security firm FireEye reported in 2015
that of the 1,600 private networks it monitored, 96 per-
cent had been breached at least once in the previous 12
months."* Verizon’s latest report on data-breach inves-
tigations shows that the number of reported hacking
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and malware attacks has tripled in the last five years
(Figure 7).

The Internet ecosystem faces two broad categories of
threats—those that are random, attacking wherever pos-
sible, and those that are highly targeted. Random attacks
are cheap to produce, and the Internet is an ocean full of
such threats. They are costly to individual devices on the
network, but they rarely affect the overall system. That is
because the scale-free structure of the Internet, in which
only a relatively small number of nodes are highly con-
nected and critical to the connectivity of the overall sys-
tem, minimizes the repercussion of random failure at
any given point.”> And because the expected return on
any given random attack is low, expected returns do not
justify more than minimal investment on the attacker’s
part, which is why most such attacks are automated.

More targeted attacks, however, have a higher
expected return and can justify greater investment
from the attacker. The difference is illustrated by the
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difference between phishing and spear phishing. A phish-
ing attack is when someone purporting to be, for exam-
ple, an African heiress writes you an email addressed “My
dear,” with a sob story meant to gain your confidence—
and money. Such emails are randomly generated spam
sent indiscriminately to every possible email address and
are easy for spam filters to detect and segregate into a
spam folder.

But some phishing attacks are more carefully pack-
aged and targeted, as with a spear phishing attack, in
which a cyber attacker seeks to gain the confidence of a
particular person or group by imitating someone known
to the target, such as the company CEO or a friend. The
FBI recently warned about a “dramatic” increase in
“CEO fraud,” in which the attacker spoofs a message by
the boss and tricks an employee into wiring funds, say-
ing that such attacks have cost businesses $2.3 billion in
the past several years.*

The private sector has responded aggressively to
growing cybercrime. Strategies include stronger authen-
tication (e.g., stronger passwords and the growing use
of two-factor authentication) and increased reliance
on encryption to protect data both at rest and in tran-
sit. More sensitive data can be compartmented, and
key systems can be “air gapped,” creating physical
space between the protected network and the rest of
the Internet. And because—as the Iranians discovered
with the Stuxtnet virus—human error can defeat any of
these defenses, the private sector has also devised ways
to reduce human error through education and better
e-hygiene. Networks are also becoming more resilient,
with systems designed to continue operating even after
penetration.’

Another avenue that has received growing attention
is active defense—sometimes referred to as “hacking
back.” In general, active defense involves some form of
cyber activity by the targeted entity that reaches beyond
the entity’s own network—that is, to disrupt the digital
pathways through which the attack is occurring or to
degrade or disrupt the attacker’s own network.

Active defense can take many forms. A relatively
mild form involves detecting incoming traffic while in
progress and turning it aside, as in a distributed denial-
of-service attack. In one documented case, a company
rerouted a flood of incoming messages back to the
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sender—so an attack designed to temporarily shut down
a website ended by shutting down the attacker’s com-
puter system.'® In other cases, companies have sought to
“retrieve” stolen data from the computer systems of the
data thieves—that is, to make the stolen data unreadable
by outsiders."”

Such countermeasures are not always effective, as
they often depend on the attacker’s carelessness or tech-
nical limitations. Their effectiveness arguably is also lim-
ited because they impose only temporary costs on the
attacker and thus have little long-term effect either as a
deterrent or on the attacker’s capability.®

Private actors also can engage in counterattacks
against the systems of attackers, either as a means
of stopping ongoing intrusions or of imposing a cost
designed to deter future ones. There are good reasons
not to permit such activity by private companies, includ-
ing that the attackers in question are sometimes foreign
governments or enabled by foreign governments and
that the ability to precisely target the effects of cyberat-
tacks is inversely related to their effectiveness: to coun-
terattack effectively likely involves a risk of collateral
damage. At least for the time being, giving the private
sector permission to conduct destructive cyber oper-
ations against the sources of cyber intrusions involves
risks that exceed the likely benefits."

One area where the private sector can contribute is in
solving the difficult challenge of attribution. In Septem-
ber 2015, for example, two Internet security companies
used social media and other online sources to expose the
identities of a secretive hacking unit of the Chinese mil-
itary.®® Private firms should be encouraged to identify
and report the sources of malicious attacks.

The US government has substantial capabilities to
attribute the source of attacks, both through monitor-
ing the Internet itself and through its broader signals
(SIGINT) and human intelligence (HUMINT) gath-
ering activities. Thus, attribution—as in other areas of
national security—is based on the totality of the avail-
able information, and the absence of complete certainty
about the identity of an attacker or potential attacker is
not an insurmountable barrier to taking action.*

As discussed further in Chapter VI, the US also pos-
sesses substantial offensive cyber capabilities, although
these capabilities are seldom used to target foreign
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attackers, and such activities are almost never reported
publicly.** If other options—such as enhanced law
enforcement activities, described later—are not effective
in significantly reducing the costs of cybercrime to the US
economy, the US government should consider announc-
ing publicly that it is prepared to engage in offensive
cyber operations against persistent foreign attackers.*

Getting the Incentives Right: The Role of Cyber-
security Insurance. The private sector typically moves
much faster than the government in developing and
deploying advanced computer technologies. As a result,
the first choice for improving cybersecurity is to give
industry the right incentives and reduce regulatory bar-
riers to adopting best practices.

Online-payment processing is a relatively bright spot
in the cybersecurity story and should be treated as a
model. Consumers in America are well insulated from
the costs of computer crime. Due to a combination of
regulation and commercial pressures, the costs of fraud
are usually borne by banks and card issuers, not con-
sumers. Thanks to sophisticated fraud-detection sys-
tems—and despite the best efforts of cyber criminals—it
appears that these have thus far been kept in check. In a
survey by the Federal Reserve Bank of Dallas of financial
institutions and merchants, 9o percent of respondents
reported 2013 losses from financial fraud were less than
0.5 percent of revenue.**

The basic principle here should be extended more
widely. The government does not tell merchants,
payment-card processors, or banks what technologies
to use or how to detect fraud; it tells them they are lia-
ble for the costs and leaves them to work out the best
arrangements. Similarly, with other forms of cybercrime,
the government should manage liability and other incen-
tives but should not dictate specific technical solutions.
One specific opportunity for improvement is data-breach
notification. Currently, requirements vary from state to
state. Having a uniform national standard would reduce
compliance costs and lower uncertainty about how dif-
ferent courts would interpret terms such as “unreason-
able delay.” President Obama has proposed a national
data-breach law with a preemption clause. Similar bills
have been introduced in both chambers of Congress.

In this context, the growing market for cyber insurance
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not only offers a valuable safeguard from the financial
damage that a data breach can impose on a company, but
also incentivizes firms to take steps that reduce the risk
of incursion and lower the costs when incursions occur.

The general liability coverage that most businesses
maintain does not cover many or most of the potential
losses from cybersecurity breaches, such as reputational
damage, stock-price impacts, identity theft, and lawsuits
from affected customers or employees. To cover those
risks, insurers are developing specialized cyber insur-
ance policies. These efforts have been somewhat ham-
pered by the lack of actuarial data, which makes cyber
risk difficult for underwriters to quantity, resulting in a
substantial premium above what competitive insurance
would be in a world of perfect information. Spotty infor-
mation sharing on cyberattacks contributes significantly
to this lack of data.

Another area of uncertainty for underwriters—and
correspondingly a source of higher premiums—is the
currently fluid and rapidly evolving security measures
that firms take to protect themselves, which are diffi-
cult to standardize. These factors force insurance poli-
cies to be individually tailored.?> One way to encourage
the development of the cybersecurity market might be
to adopt a model for liability protection similar to that of
the SAFETY Act, which provides incentives for develop-
ing and deploying antiterrorism technologies by creat-
ing a system of risk management and limiting liability in
cases in which qualified technologies and practices have
been deployed.2®

Cyber insurance can play an important role in cre-
ating incentives for companies to enhance resilience
in the face of cyberattacks by using, for example,
disaster-recovery testing.” Another effective strategy
is to reduce the amount of data that can be stolen in a
breach. If the only access to sensitive data is via paper
files, or via a separate offline computer system, hackers
are much less able to get at that data. The government
and private companies would improve their security by
keeping data offline when it does not need to be readily
or continuously accessed—and making sure that sensi-
tive data that is kept online is strictly compartmented.

Empowering Global Internet Law Enforcement. In
the “real world,” criminal investigations tend to begin
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with substantial clarity about who the victims are, what
the criminal act was, and where it occurred. Even when
the perpetrator’s identity is not immediately known, the
motive is often clear. In cybercrime, all those crucial
puzzle pieces can be shrouded in mystery.28

In cybercrime, where the criminal act took place,
much less who did it, is often unclear, making it diffi-
cult to determine which law enforcement agency—or
country—nhas jurisdiction. Moreover, the same malicious
act—for example, cyber theft of intellectual property—
can be espionage, cyber theft, hacktivism, terrorism, or
an act of war, depending on the perpetrator’s motivation.
Motive often remains a mystery even if law enforcement
is able to discern the territorial location and the perpe-
trator’s identity.

Determining the right agency and appropriate
response to criminal cyber intrusion can also depend on
the perpetrator’s motives and identity. The DOD typi-
cally has the lead with nation-states and terrorists; the
Department of Homeland Security (DHS) or the DOJ can
take the lead with cybercrime; and both of those, along
with the NSA and other elements of the intelligence
community, can take the lead with cyber espionage.®

The jurisdictional problem is further complicated by
the fact that in a large proportion of cybercrimes, the
perpetrator, criminal act, and victim are not located in
the same national jurisdiction.3® Indeed, many com-
plex hacking schemes involve criminal organizations
in which the perpetrators are themselves in multiple
national jurisdictions. The Butterfly Botnet perpetra-
tors, for example, were located in at least seven different
countries. The near-simultaneous arrest of 10 suspects
in Bosnia, Croatia, Herzegovina, Macedonia, New Zea-
land, Peru, the UK, and the US was a herculean effort in
international coordination—and a risky one, given that
cyber criminals often operate with the tolerance, if not
connivance, of local law enforcement.3*

International law enforcement capabilities have not
kept pace with the jurisdictional challenges presented by
cybercrime. Rather, the investigation and prosecution of
cybercrime continue to rely on methods developed for
traditional—and relatively rare—cross-border crimi-
nal activity. The problems start with extradition: even
when the US has an extradition treaty, it may be that the
crime in question is not a crime in the country where
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the alleged perpetrator is located. For example, half the
world’s countries have no laws criminalizing child por-
nography.3* Even in countries that criminalize cyber-
crime, legal regimes can vary considerably.

The US government has responded to the challenge
by relying more on information sharing and joint opera-
tions, both domestically and internationally. FBI agents
are embedded in countries such as Estonia, the Nether-
lands, Romania, and Ukraine, but these activities typi-
cally focus on only the most high-profile investigations.33

These challenges point to a need to reduce complex-
ity; enhance law enforcement through more streamlined
coordination and more effective imposition of costs,
particularly with transnational cybercrime; and ensure
the right incentives for market participants.

The Council of Europe Convention on Cybercrime
was a valuable first step toward harmonizing national
cybercrime laws. The G8 has created a cybercrime sub-
group under its group of experts on transnational orga-
nized crime. The United Nations Convention Against
Transnational Organized Crime, which the US ratified
in 2005, provides for greater law enforcement coopera-
tion and requires signatories to criminalize cybercrimes
and certain related organized-crime offenses. However,
a global legal environment that adequately facilitates
international cooperation among law enforcement agen-
cies still does not exist. Law enforcement agencies need
to be able to interact with their peers in other countries
on a fast track for investigative purposes—including, for
example, ensuring that evidence of cybercrime is cap-
tured and preserved—and a more deliberate track for
complex legal details, such as jurisdiction.34

There are several reasons for the lack of adequate
progress. First, the resources available to law enforce-
ment vary around the world in quality and quantity. Of
the more than 250 countries and territories connected
to the Internet, few have law enforcement agencies
with the training and capability to conduct investi-
gation or law enforcement operations in cybercrime
cases, including digital search and seizure, particularly
on a real-time basis.35 Second, more progress needs to
be made to homogenize cybercrime laws and legal doc-
trines. Third, the processes embedded in Mutual Legal
Assistance Treaties (MLATSs) need to be updated and
enhanced to address cybercrime’s specific challenges.
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Currently, law enforcement organizations often pursue
cybercrime investigations more on the basis of informal
relationships than established procedures, with predict-
ably mixed results.

Recent conflicts between law enforcement and tech-
nology companies have also exacerbated the challenges
to creating an effective global legal environment, and
the battles over law enforcement access to data have
called into question the viability of public-private coop-
eration. Data must be preserved in a timely fashion for
law enforcement purposes. However, in an age in which
data privacy is highly valued by consumers and concerns
about government surveillance abound, preserving the
data necessary to fight crime can be difficult, particularly
when minimizing personally identifiable information is
an industry priority and may be required by regulation.

On the diplomatic front, the US should be more
vocal and effective in holding countries accountable
for investigating and prosecuting cybercrime within
their borders, cooperating in investigations, and help-
ing create a global code of conduct for responding
to cyberattacks.3®

CISA and the Need for Information Sharing. One
crucial element of any effective cybersecurity strategy
is information sharing on cyber threats across the pub-
lic and private sectors. From a regulatory point of view,
there are broad categories of information sharing: first,
information that the federal government shares among
agencies or with the private sector; second, information
that private-sector entities share with each other; and
finally, information that private-sector entities share
with the government. As the Congressional Research Ser-
vice observed in March 2015, “Despite widespread agree-
ment about the need for enhanced cyber-information
sharing, there is similar agreement among cyber-experts
that current public and private sector information shar-
ing efforts are simply inadequate.”3”

Information has been hampered by two obsta-
cles: lack of legal clarity, particularly regarding poten-
tial criminal or civil legal liability, and collective-action
problems. These problems affect the private sector shar-
ing information in its possession more than the federal
government’s ability to share information. The DHS’s
legal authority to serve as repository and distributor of
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cyber intelligence for the federal government is ample,
although overlapping authorities across various agencies
can lead to coordination problems, and there are limits
to federal flexibility arising under various sources of law.
Private-sector entities, on the other hand, have been
particularly reluctant to share information with each
other or the federal government because of both the fear
of incurring legal liability for violation of privacy, anti-
trust, or other laws and the collective-action problem
mentioned earlier (i.e., free riders).

Regarding legal liability, President Barack Obama
signed into law the Cybersecurity Information Shar-
ing Act of 2015 (CISA) in December 2015 as part of the
umbrella Cybersecurity Act of 2015 in the 2016 omni-
bus spending bill, which includes several other import-
ant cyber-related bills from the 114th Congress.3® CISA
authorizes the federal government to share among fed-
eral agencies, and with the private sector, unclassified
“cyber threat indicators” and “defense measures”—that
is, information on how networks have been or might
be attacked and on how attacks have been or might be
detected, prevented, or mitigated.

For classified cyber-threat information, CISA allows
sharing with only private-sector entities that hold the
relevant security clearances, which unfortunately is
only a tiny fraction of those that could benefit from that
information. CISA requires that the federal government
protect personally identifiable information contained
within information to be shared.

For information private entities may share with each
other or with the federal government, CISA authorizes
businesses to monitor their information systems and
all information stored on, processed by, or transiting
through the information system, as long as the monitor-
ing s to protect the information or information systems.
It grants to businesses full immunity from government
and private lawsuits and other claims that may arise out
of activities authorized by the law.

CISA enables businesses to share cyber-threat infor-
mation with certain federal agencies, provides immu-
nity from any resulting lawsuit, and further ensures that
sharing does not constitute a waiver of IP protections. It
requires businesses to minimize any personal informa-
tion included in any cyber-threat indicators they share
with the federal government that is not directly related
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to a cybersecurity threat and to develop the necessary
technical capability to do so.

CISA requires the federal government to develop and
release periodic cybersecurity best practices tailored to
the particular challenges faced by small businesses. It
also requires the US attorney general and secretary of
homeland security to publish guidelines to assist busi-
nesses in identifying information that would qualify as
a cyber-threat indicator and eliminating personal infor-
mation from shared cyber-threat information. These
guidelines will seek to identify (1) cyber-threat indica-
tors that contain personal information and are unlikely
to directly relate to a cybersecurity threat, and (2) types
of information that are protected under privacy laws and
are unlikely to directly relate to a cybersecurity threat.

It is as yet too early to tell whether CISA will succeed
in providing a sound legal framework for needed infor-
mation sharing, and much depends on the manner in
which it is implemented.

Meanwhile, beyond the legal question, CISA does not
appear to have affected the underlying economic incen-
tives at play in the information-sharing question, so the
collective-action problems will remain. Given the enor-
mous losses American companies suffer from cyber-
crime every year, companies could collectively increase
their cybersecurity at relatively little cost by sharing
information about cyberattacks. But, apart from fears
of legal liability, cyber-threat information sharing has
typically been bedeviled by a collective-action problem.
Companies can “free ride” on their competitors’ disclo-
sures, without incurring the risks of sharing any infor-
mation themselves, which include perceived potential
losses from giving away security lessons learned at great
cost, loss of reputation and possible stock-price decline,
and other benefits to competitors.

Moving forward, transparency, accountability, and
trust are requirements for any cybersecurity information-
sharing environment to function effectively. Clear guide-
lines that determine what and how information will
be shared are necessary so that companies are com-
fortable disclosing real-time threat information with
one another and with the government. Because cor-
porate legal advisers have concerns about litigation
liability, customer privacy, and potential government
regulatory actions as a consequence of information they
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share, companies will not contribute to any such sys-
tem unless their concerns and exposure to risk are mit-
igated. In this way, these corporations’ incentives are
more aligned with consumer interests than some pri-
vacy advocates would admit.

Protecting personal information must be a funda-
mental part of the agreement among all parties that
share information. The Cybersecurity Act of 2015 is a
promising start down this path. Enabling fast informa-
tion sharing that exposes stakeholders to minimal risk
will support a stronger cyber defense, help networks
endure attacks, and keep future attack attempts outside
the digital wall.3

It is also important to educate the public that the
information relevant for cybersecurity does not gener-
ally consist of relevant personal identifiable informa-
tion. The fundamental purpose of information-sharing
legislation is to reduce liability risks, encourage bene-
ficial conduct, safeguard the networks American com-
panies and consumers use, and ultimately strengthen
America’s cyber readiness. With the focus on the speed
of sharing and expanded liability protections, the point
must still be made that cyber-threat information con-
sists of things such as IP addresses, lines of malicious
code, and network traffic data—not the personally
identifiable information of a company’s customers.
There needs to be a clear understanding that informa-
tion sharing is used to stop computer-based crime, not
invading an individual’s personal life.4°

Principles and Policies

An American strategy for addressing cybercrime
involves three main elements: (1) incentivizing the
private sector to lead the battle against cybercrime
by adopting prevention and mitigation practices that
reduce the incidence and costs of cybercrime; (2) col-
laborating with the international community to create
an effective international legal framework and put in
place the resources—abroad and at home—needed to
apprehend and prosecute cyber criminals; and (3) being
prepared to raise the costs of cybercrime to attackers
and, ultimately, nation-states that refuse to cooperate
in bringing them to justice. Specifically, the US should
do the following.



EISENACH, BARFIELD, GLASSMAN, LOYOLA, AND TEWS

Ensure that the private sector has the right incen-
tives to protect itself. The right legal framework will
incentivize private firms to build more secure products
and practice more effective cybersecurity while reducing
regulatory burdens.

The private sector typically moves much faster than
the government in developing and deploying advanced
computer technologies. Service companies, software and
hardware vendors, and critical-infrastructure operators
have different needs, and different incentive schemes
will be appropriate for different sectors. The govern-
ment should hold companies accountable for security
breaches and require data-breach notification through a
federal law that preempts state law to avoid redundant
and unnecessarily burdensome requirements. The US
should avoid any steps that could interfere with devel-
oping an efficient market for cyber insurance and should
consider adopting a model for liability protection similar
to that of the SAFETY Act.

Empower the private sector to more effectively
defend itself. The private sector should be encouraged
to explore the feasibility of a wide range of responses,
including “turning aside” incoming attacks, retriev-
ing stolen information, degrading a known attacker’s
own cyber capabilities, and sharing attribution and
other information with the US government and oth-
ers. While recognizing that authorizing private actors
to “hack back” could have undesirable consequences,
the US should consider reforming the Computer Fraud
and Abuse Act to clarify and perhaps in limited ways
expand private companies’ ability to engage in active
defense.
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More actively use government capabilities to
defend the private sector. While recognizing the need
to maintain secrecy about sources, methods, and capa-
bilities, the US should be more aggressive in using its full
range of capabilities to detect and degrade the effective-
ness of known, persistent foreign threats against public
and private US systems and those of our allies. Given
the sensitivity of classified information about capabil-
ities and vulnerabilities and other operational consid-
erations, it may sometimes be appropriate for the US
government to assume the role of guardian angel with-
out informing the private sector.

Strengthen international law enforcement coop-
eration against cybercrime. Develop an effective
global legal framework for law enforcement agencies to
cooperate internationally. Such a framework should also
harmonize and streamline procedures for determining
jurisdiction and for seamless cooperation in time-sensitive
investigations and “hot pursuit” law enforcement opera-
tions. The differing cybercrime legal regimes and legal
priorities of different countries need to be harmonized.
Processes surrounding MLATS also need to be improved
so law enforcement officials do not have to rely on infor-
mal relationships and other ad hoc arrangements.

Create an enduring framework for public-private
partnership. First steps include (1) implementing
CISA to encourage cooperation and trust between the
law enforcement and intelligence communities and the
private sector; and (2) making information sharing more
of a two-way street—for example, by reducing the lag
between the identification of new cyber threats by gov-
ernment and notification of private-sector targets.
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VI. Critical Infrastructure
and Cyber Defense

While the private sector can and must play a lead-
ing role in advancing freedom, security, and

prosperity in cyberspace, responsibility for preventing
and defending against threats to national security rests
squarely with the federal government and ultimately the
military—the Department of Defense and the forces it
commands. However, the nature of cyberspace is such
that the boundaries between military and civilian are
blurred: both civilian (nonstate) and military (state)
attackers are capable of inflicting great damage, and the
targets of cyberattacks are at least as likely to be civilian as
military. The unique characteristics of cyber threats—for
example, difficulties in attributing the source of attacks—
create further complications. This chapter focuses on the
resulting challenges for US strategy and policy.*

One challenge lies in defining clearly the responsibil-
ity for defending critical infrastructure, specifically the
16 critical-infrastructure sectors identified by President
Obama in 2013 in Presidential Policy Directive (PPD)-
21> Thus far, that goal remains elusive: in important
respects, responsibilities are not clearly defined, either
within the federal government or between the govern-
ment and private sector. As a result, America’s critical
infrastructure is more vulnerable to a potentially devas-
tating cyberattack than necessary.

A second challenge is to overcome the conceptual
difficulties of characterizing and categorizing the new
realm of cyber threats and to adjust US policies and
strategies accordingly. Currently, there is little clarity
regarding what sorts of attacks and attackers the US
views as sufficiently serious to warrant use of military
force, either for prevention or retaliation, and there has
not been sufficient progress in developing doctrines
for responding to threats from nonstate or rogue-state
actors, against which traditional models of deterrence
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are likely to be less effective than they are against estab-
lished adversaries. These challenges are further com-
plicated by technological impediments to quickly and
accurately identifying the sources, or even understand-
ing fully the effects, of cyberattacks.

A third challenge lies in establishing international
norms and institutions for conduct in cyberspace,
including creating mechanisms to reduce the likelihood
of “accidental” wars resulting from misunderstandings
such as incorrectly attributing the source of attacks.

The central objective is to prevent cyberattacks that
could cause substantial loss of life or economic disrup-
tion.3 The prospect of such an attack—potentially dis-
abling our financial systems or leaving millions without
electricity and water for an extended period—seriously
threatens our national security.

Opportunities and Challenges

The threat of serious cyberattacks is not prospective.
As the first section of this chapter discusses, both the
US and its adversaries currently have the capacity to use
cyber weapons to significantly damage civilian and mil-
itary interests, and such attacks are taking place with
increasing regularity and severity. The following two
sections describe the need for new strategies and doc-
trines to respond to the unique aspects of the cybersecu-
rity challenge and for improved international norms and
institutions to avoid and mitigate potential cyberwars.
The last section discusses the need for reform of the
current US approach to defending civilian government
agencies and critical infrastructure.

Cyber Threats to National Security. The ability to
use cyber power to disrupt and disable critical systems
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Sources of Cyberattacks

yber threats may originate from several dif-

ferent types of actors, each of which poses
different challenges. Cyber terrorists use cyberat-
tacks to disrupt and potentially kill in pursuit of
their objectives, most likely against public or pri-
vate critical infrastructure. Cyber criminals are
those who commit crimes in cyberspace or using
the Internet; cyber thieves do so for profit. Cyber
spies steal secret or confidential information from
governments and private entities for a wide variety
of purposes, usually in the service of governments.
Cyber warriors make war in cyberspace on behalf
of states. Cyber activists, hacktivists, and cyber
vandals wreak havoc on the Internet for specific
causes, or sometimes just to show they can.

These categories have no clear delineation:
attacks may be carried out by multiple entities for
multiple purposes. Each category of attack and
attacker can implicate a different US government
agency, policy, or legal regime, depending on the
location, affiliation, and motive of the attacker,
and the categories often overlap.'

and infrastructures, as well as to conduct cyber espio-
nage, has been demonstrated repeatedly.

The first cyberattack for a military purpose that
received wide public notice was the 2009 Stuxnet
attack by the US and Israel against an Iranian nuclear
facility in Natanz.# The attack destroyed approximately
one-fifth of Iran’s uranium centrifuges by infecting
their Siemens control systems; it subsequently spread
to other Siemens control systems worldwide, eventu-
ally leading to its discovery.5 The effect was to signifi-
cantly delay Iran’s nuclear enrichment program by two
years or more.

In August 2012, in an attack most observers attribute
to Iran, Saudi Aramco suffered what has been called “the
biggest hack in history.”® A virus delivered via a phishing
email devastated the company’s oil and energy divisions,
wiping or destroying 35,000 computers in a matter
of hours. The attack crippled operations, forcing the
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company to rely on paper, typewriters, and snail mail.
Saudi Aramco was forced to temporarily stop oil sales
to domestic gas tank trunks, relenting after 17 days and
giving oil away for free within the country. It was finally
able to come back online after five months.

Iran was also behind attacks in 2011-13 on the US
banking system and on a small dam in Rye, New York.
While neither had catastrophic effects, they demon-
strated further the ability of a rogue state such as Iran
to employ cyber power. The DOJ subsequently indicted
seven hackers alleged to be working for front companies
of the Iranian Revolutionary Guard Corps.”

Another rogue state, North Korea, was behind the
most widely publicized cyberattack to date, the 2014
attack on Sony Pictures’ global network, which erased
everything stored on 3,262 of the company’s 6,797 per-
sonal computers and 837 of its 1,555 servers. Stolen
data later dumped publicly online included draft movie
scripts, sensitive emails, salary lists, more than 47,000
Social Security numbers, and four unreleased films.
The company has estimated that the direct costs of the
attack were $41 million, excluding litigation.®

As the Stuxnet case suggests, major powers are also
actively engaged in using cyber power for national secu-
rity. In the case of China’s well-publicized 2014 intru-
sion into the Office of Personnel Management systems,
the objective was espionage, and the theft unquestion-
ably caused significant damage to US national security.?
In December 2015, a highly sophisticated attack on the
Ukrainian power grid blacked out about 230,000 res-
idents for several hours, sabotaging servers with mal-
ware and disabling remote operator management.'®
That attack—the first confirmed successful attack on
a national power grid—is generally attributed to some
combination of Russian cyber criminals and the Russian
government."

US officials have repeatedly warned of the threat of
cyberattacks on the US. In April 2015, for example, Sec-
retary of Defense Ashton Carter—announcing a new
DOD cyber strategy—said:

The cyber threat against US interests is increas-
ing in severity and sophistication. While the North
Korean cyberattack on Sony was the most destruc-
tive on a US entity so far, this threat affects us all.
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Just as Russia and China have advanced cyber
capabilities and strategies ranging from stealthy
network penetration to intellectual property theft,
criminal and terrorist networks are also increasing
their cyber operations. Low-cost and global prolif-
eration of malware have lowered barriers to entry
and made it easier for smaller malicious actors to
strike in cyberspace.’3

NSA Director Admiral Mike Rogers put it more suc-
cinctly: “I think it’s only a matter of time until we see
destructive offensive actions taken against critical
US infrastructure.”* As CIA Director John Brennan
explained on 60 Minutes in February 2016:

Having the capability but then also having the
intent are two different things. I think fortunately
right now those who may have the capability do
not have the intent. Those who may have the
intent right now I believe do not have the capabil-
ity. Because if they had the capability they would
deploy and employ those tools.'

In January 2016, Director of National Intelligence
James Clapper, testifying before Congress on the intel-
ligence community’s official Worldwide Threat Assess-
ment, placed cyber at the top of the list of US security
threats.!¢

Developing New Doctrines. Despite the threat’s
severity, the US continues to struggle to formulate
and coalesce around a coherent doctrine for defending
against cyberattacks. Initially, as Dr. Richard Andres of
the National War College has explained, the US relied
primarily on “the same formula that protects the United
States from noncyber attacks.” He continues:

The federal government accepts responsibility
for defending the nation against large-scale cyber
attacks from nation-states and significant non-
state actors on critical infrastructure but relies
almost exclusively on the premise that it can deter
major attacks by the same means it uses to deter
conventional attacks."”
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Effective deterrence is playing an important role in
cyber defense, but a proper strategy must take account
of its limits in the cyber context.®® During the Cold War,
deterrence strategy focused on nuclear deterrence. The
doctrine that came to be known as “mutual assured
destruction” was hardly comforting, as Albert Wohl-
stetter noted in his seminal 1958 article, “The Delicate
Balance of Terror.”" But the Cold War’s deterrence con-
struct had several important characteristics that con-
tributed to its effectiveness and stability, including a
known adversary (the Soviet Union, joined later by the
People’s Republic of China), a single modality of attack
(nuclear weapons), reasonably predictable potential
consequences, a well-defined array of potential retal-
iatory options (also with reasonably predictable con-
sequences), and the ability to identify (attribute) the
source and estimate the damage from an attack quickly
and with a high degree of certainty.>®

None of these characteristics are present with con-
flict in cyberspace. The possible sources of a cyberattack
are virtually infinite; the attack vectors and methods
numerous and poorly understood; the potential conse-
quences unpredictable, even to the attacker; the options
for response equally diverse and differentiated; and the
ability to attribute the source of the attack and even to
accurately assess the damage limited. As the Obama
administration’s controversial characterization of the
Sony attack as “cyber vandalism” highlights, even char-
acterizing an attack may prove problematic. These
characteristics necessarily limit the effectiveness of a
doctrine that depends largely on the ability to credibly
threaten potential adversaries with consequences con-
tingent on the nature and effects of their hostile acts.”

To be sure, both cyber intelligence and more tradi-
tional intelligence-gathering techniques often afford
ways of attributing cyberattacks to their sources, and
there is no reason to think that the threat of retalia-
tion cannot continue to be effective against established
nation-states. But even in those cases, the ability to uti-
lize proxies and other techniques may be sufficient to
provide attackers with plausible deniability, thus mak-
ing retaliation problematic.>* For example, cyberattacks
against the US during the Kosovo action in 1999, and
against Georgia and Estonia more recently, were never
formally attributed to their most likely ultimate source,
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the Russian government.” As one prominent study puts
it, “Attribution is what states make of it.”?4

The Department of Defense Cyber Strategy for 2015
acknowledges the challenges cyber poses to a traditional
deterrence approach to cyberattacks:

Because of the variety and number of state and
non-state cyber actors in cyberspace and the rel-
ative availability of destructive cyber tools, an
effective deterrence strategy requires a range
of policies and capabilities to affect a state or
non-state actors’ behavior. . . . DoD assumes that
the deterrence of cyberattacks on U.S. interests
will not be achieved through the articulation of
cyber policies alone, but through the totality of
U.S. actions, including declaratory policy, sub-
stantial indications and warning capabilities,
defensive posture, effective response proce-
dures, and the overall resiliency of U.S. networks
and systems.?

While deterrence must play a significant role in US
cyber-defense strategy—ijust as it continues to play a
role in our strategies against terrorism2°—deterrence
by itself most likely cannot provide sufficient assurance
against a serious cyberattack on the US.

Developing Norms of Conduct: The International
Law of Cyberwar. As the attacks of September 11,
2001, showed, distinguishing between crimes and acts
of war can sometimes be very difficult. The technologies
of modern society allowed the criminal conspiracy of a
few terrorists to result in mass destruction and civilian
deaths such as no foreign enemy had ever inflicted on
United States territory.

In the context of cyberspace, no less than with ter-
rorism, old categories are difficult to apply, hampering
the US government’s effort to devise a strategy to deal
with a rapidly evolving security environment. NATO
has sponsored the development and publication of The
Tallinn Manual on the Law Applicable to Cyber Warfare,
of which an expanded second edition is forthcoming.?”
The 2015 Department of Defense Law of War Manual
has an entire chapter devoted to cyber operations.?®
But no international, legally binding instruments have
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yet been drafted to explicitly regulate interstate rela-
tions in cyberspace.

As noted earlier, the Obama administration has
begun to lay out criteria that will trigger a national and
potentially military response—basically when a cyber-
attack significantly damages the US, its foreign policy,
or its economy.> But there are no clear criteria yet for
determining whether a cyberattack is criminal, hacktiv-
ism, terrorism, or an act of war.

In September 2012, the State Department took a pub-
lic position on whether cyber activities could constitute
a use of force under Article 2(4) of the UN Charter and
customary international law. According to Harold Koh,
the State Department’s legal adviser, “Cyber activities
that proximately result in death, injury, or significant
destruction would likely be viewed as a use of force.”3°
Koh suggested that a meltdown at a nuclear plant, open-
ing a dam and causing flood damage, and causing air-
planes to crash by interfering with air traffic control
would constitute examples.

By focusing on the ends achieved rather than the
means with which they are carried out, this definition
of cyberwar seems to fit within existing international
legal frameworks. If an actor employs a cyber weapon
to produce effects that might result from actual weap-
ons, then using that cyber weapon rises to the level
of the use of force. However, the United States recog-
nizes that cyberattacks without such “kinetic effects”
are also an element of armed conflict under certain
circumstances.

Koh explained that cyberattacks on information net-
works in the course of an ongoing armed conflict would
be governed by the same principles of proportionality
that apply to other actions under the law of armed con-
flict. These principles include retaliation in response to
a cyberattack with a proportional use of kinetic force. In
addition, “computer network activities that amount to
an armed attack or imminent threat thereof” may trig-
ger a nation’s right to self-defense under Article 51 of the
UN Charter.3!

The White House’s International Strategy for Cyber-
space of 2011 affirms that “when warranted, the United
States will respond to hostile acts in cyberspace as we
would to any other threat to our country.” It maintains
that the USreserves the right touse all means necessary—
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Figure 8. The 16 Critical Infrastructure Sectors
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diplomatic, informational, military, and economic—as
appropriate and consistent with applicable law.

Such declarations are only a step in the direction of
developing the necessary norms. The Internet ecosys-
tem is one of intense national and economic compe-
tition. Where clear rules are lacking, the chances that
competition will trigger conflict are heightened. This
is particularly true when significant asymmetries exist
between different adversaries’ cyber power, as between
the US and rogue actors such as Iran and North Korea.

Defending Critical Infrastructure and Civilian
Federal Agencies. Under current policy—specifically,
PPD-21, issued by President Obama in 2013—responsi-
bility for protecting critical infrastructure is dispersed
across dozens of federal agencies and committees, with
the private sector itself playing a lead role.3* The lack
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of a centralized, general purpose “cybersecurity czar”
is a strength, not a weakness. As shown in Figure 8, the
PPD-21 defines 16 “critical infrastructure sectors whose
assets, systems, and networks, whether physical or vir-
tual, are considered so vital to the United States that
their incapacitation or destruction would have a debil-
itating effect on security, national economic security,
national public health or safety, or any combination
thereof.”33

The very diversity of these sectors, from banking
to chemical manufacturing, communications to trans-
portation, shows the folly of attempting to adopt a
one-size-fits-all approach. And, as explained earlier, the
pace of innovation in cyber technologies is far more
rapid than any government regulatory process could
hope to match. For critical infrastructure for the rest of
the economy, the private sector must lead in designing
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Figure 9. Coordination of Cyber Incident Management
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and operating networks in ways that make them resis-
tant and resilient against cyberattacks.

Responsibility for defending civilian government net-
works and critical infrastructure—to the extent it resides
in any single agency—resides primarily with the DHS.34
The complexity of the challenge it faces is illustrated by
the current scheme for coordinating cyber incident man-
agement. As shown in Figure 9, the DHS is tasked with
coordinating “incident management activities across the
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breadth of the incident and across all partners,”35 with
actual responsibility spread across literally dozens of
agencies. While there are good reasons to be concerned
about how effective this scheme would be, its complex-
ity arguably is more an unavoidable consequence of the
underlying problem’s complexity than of any obvious
failure of planning or organization.

One area in which US capabilities and responsibil-
ities are clearly mismatched is in the defense of civilian
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government agencies and privately held critical infra-
structure. It is widely agreed that neither the DHS itself
nor the compendium of civilian agencies and committees
now authorized to perform this mission has the opera-
tional capacity to actively engage in real-time defense of
civilian agencies or critical infrastructure3° It is equally
well understood that this capacity does reside within the
US government, specifically within NSA’s Information
Assurance Directorate (IAD)¥ and DOD’s Cyber Com-
mand. Indeed, network defense is IAD’s primary function
under National Security Directive 42 (NSD-42).3% Active
defense operations are also formally defined and autho-
rized in PPD-20:

Defensive Cyber Effects Operations: Operations

and related programs or activities—other than net-
work defense or cyber collection—conducted by or
on behalf of the United States Government, in or
through cyberspace, that are intended to enable or
produce cyber effects outside United States Govern-
ment networks for the purpose of defending or pro-
tecting against imminent threats or ongoing attacks
or malicious cyber activity against U.S. national
interests from inside or outside cyberspace.3?

While PPD-20 refers to actions to protect against
“imminent” and ongoing threats, the reality is that the
DOD currently does not have the authority to engage
proactively in the defense of civilian agencies or critical
infrastructure.

There have been several efforts to bridge the gap
between the DHS’s responsibilities and the DOD’s
capabilities. In 2010, the DOD and the DHS signed a
Memorandum of Agreement (MOA) outlining proce-
dures for bringing the DOD’s cyber-warfare capabili-
ties to bear in defending domestic civilian networks.4°
But the MOA does not give the DOD authority to
proactively defend federal civilian networks or crit-
ical infrastructure on a day-to-day basis, relying
instead on a cumbersome and time-consuming pro-
cess requiring that the agencies negotiate terms of a
“Request for Technical Assistance” before DOD can
actively engage.

The Department of Defense Cyber Strategy of 2015 appears
to expand the military’s responsibilities. Whereas previous
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strategies emphasized the DOD’s role in protecting mil-
itary networks from attack, the new DOD strategy also
pledges to “defend the US homeland and vital interests
from disruptive or destructive cyber attacks of signifi-
cant consequence.”* And PPD-20 specifically authorizes
the DOD to undertake an “Emergency Cyber Action” if
“such action is necessary, pursuant to the requirements of
this directive, to mitigate an imminent threat or ongoing
attack against U.S. national interests from inside or out-
side cyberspace and under circumstances that at the time
do not permit obtaining prior without first obtaining the
presidential approval that would otherwise be required.”*

The problem with this status quo is that it is inher-
ently reactive, effectively sidelining America’s most
capable cyber-defense assets until after a serious attack
is either underway or at least known to be imminent.
Not only does current doctrine leave unclear pre-
cisely what would constitute such an attack, or at what
point the DOD would assume primary responsibility
from the DHS; it also leaves US civilian agencies and
critical-infrastructure industries effectively on their own
to defend against the continuing daily barrage of cyber
intrusions and attacks from private, state-enabled, and
sovereign attackers—many with the potential for seri-
ous consequences.

A bill recently introduced in the House (H.R. 5390),
which would redesignate the National Protection and
Programs Directorate in DHS as an operational compo-
nent to be called the “Cybersecurity and Infrastructure

Protection Agency,”

might represent an incremental
improvement, but would not resolve the underlying
problem: the persistent mismatch between DHS’ capa-
bilities and responsibilities.*3

Given the acknowledged—and demonstrated—
vulnerability of US civilian agencies and critical-
infrastructure operators, the US government’s full
capacity is needed to defend these critical networks.
One means of doing so would be to grant authority
to NSA’s IAD to expand its field of operations beyond
national security assets—as currently authorized under
NSD-42—to civilian agencies and (more controver-
sially) private-sector critical infrastructure, an idea sug-
gested by then Deputy Secretary of Defense Bill Lynn
in 20104 Another alternative would be to move a por-
tion of our cyber-defense capacity out of NSA into a
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Figure 10. Unifying Capabilities and Responsibilities for Effective Cyber Defense
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new agency—the Federal Cybersecurity Service—that is
tasked with this mission and that operates under new
statutory authority that would allow it to engage actively
throughout the cyber domain. (See Figure 10.)

Principles and Policies

Because the 21st-century global economy depends
on the Internet for electronic commerce, financial
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settlements, and the coordination of trillions of dol-
lars of economic activity, Internet security is a foreign
policy and national security imperative, comparable to
preserving maritime security and freedom of naviga-
tion. It is a vital national interest of the United States
to maintain the Internet’s integrity and ability to sus-
tain an ever-growing digital ecosystem.

The same openness and dynamism that made the
Internet’s rapid expansion possible now provides
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dangerous state and nonstate actors the means to under-
mine US interests. America’s critical infrastructure and
the federal government itself are vulnerable to devastat-
ing attacks that could severely disrupt our economy and
throw millions into crisis.

Familiar concepts of deterrence and containment
are of reduced utility, but no coherent strategic doc-
trine has replaced them. Moreover, the capabilities
most urgently needed to protect the nation’s critical
infrastructure and federal civilian agencies are not uni-
fied. The US will have to develop new arrangements and
strategies to use all the elements of national power—
diplomatic, economic, technological, and military—to
defend against the growing threat of serious cyberat-
tacks. Specifically, the US should do the following.

Develop and implement a coherent doctrine on
the use of military force to deter, preempt, pre-
vent, and retaliate against malicious activity by
sovereign and non-sovereign actors. The protec-
tion of US government agencies and privately owned
and operated critical infrastructure against serious dis-
ruptions is a vital interest that the US must be prepared
to achieve using all elements of national power. Simi-
larly, threats to the long-run stability and functional-
ity of the commercial Internet—while less dramatic in
their immediate effects—can also cause serious harm
over time.

Both types of threats present challenges to exist-
ing doctrines, which rely heavily on concepts of deter-
rence and retaliation that may not be applicable. Current
approaches, which rely heavily on public attribution,
criminal indictments of individuals, and the so far
largely unexercised threat of economic sanctions, have
not prevented the continuing increase in the incidence
and effects of malicious conduct, nor have they amelio-
rated the threat of a debilitating or catastrophic attack.
The US and its allies must engage more actively in iden-
tifying, interdicting, and preemptively degrading the
capabilities of known, persistent threats against public
and private US targets and those of our allies.

Create, empower, and resource a Federal Cyber-
security Service. There is an urgent need to bring
the sophisticated network defense capabilities of the
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US government, housed primarily within the NSA, to
bear to protect civilian government agencies and crit-
ical infrastructure. One potential means of doing so
would be to simply extend NSA’s information assurance
mission to these sectors, but for a variety of reasons—
including concerns about allowing military operations
within US borders—a more likely course would be to
create a new Federal Cybersecurity Service (FCS) with
the responsibility, authority, and operational capacity
to engage in real-time defense of US civilian agencies
and critical-infrastructure assets against cyberattacks.
While the FCS’s statutory authorities and responsibili-
ties would be new, its operational capacity would come
mainly from repurposing existing assets and capabilities
now housed mainly within the IAD at the NSA. Concep-
tually, the task is to “clone” the IAD so as to quickly pro-
duce two highly capable operational forces, each with
the resources necessary to perform its mission.

Creating such an entity would require confront-
ing and resolving a variety of operational and policy
issues, including how it would coordinate with agen-
cies performing related functions (e.g., the DOD, DHS,
and DOJ), how much authority it would have to operate
within privately owned networks, how it would gather
and share information inside and outside of govern-
ment, and how much it would cost. One institutional
model worthy of consideration is the US Coast Guard.
While housed within the DHS, the Coast Guard has
substantial institutional autonomy and dual reporting
authority to the DOD.

As should be clear from the discussion throughout
this report, it is not envisioned that the FCS would seek
to manage, consolidate, or centralize all (or any) of the
cybersecurity policy, coordination, or regulatory func-
tions now performed by agencies throughout the fed-
eral government. To the contrary, its core mission would
be limited to a simple task: identifying serious cyber
threats and stopping them before they cause signifi-
cant harm.

Increase the capacity and give greater priority to
US intelligence agencies’ efforts to gather action-
able tactical and strategic intelligence on cyber
threats to government and crucial private assets.
The National Cyber Threat Intelligence Integration
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Center, announced by the director of national intelli-
gence in January 2016, should result in better coordina-
tion of existing intelligence.#> Similarly, the CIA’s new
directorate of digital innovation promises to enhance
the agency’s ability to conduct cyber espionage. What
remains to be done is to increase the capacity for, and
priority accorded to, gathering the actionable intelli-
gence needed for the US and its allies to neutralize and
interdict the actions of foreign cyber attackers through
traditional espionage (HUMINT and SIGINT) and
cyber espionage.

Strengthen existing institutions and norms—and
where necessary develop new institutions—to
empower law-abiding governments to act against
cyber threats. New doctrines of international law are
needed to allow rapid action against known, persistent
foreign threats across borders. Cyber threats present a
major challenge to the Westphalian state system that
must be addressed globally. In 2013, the UN’s Group of
Governmental Experts issued a report on cyber norms
that states should follow, which included the norm of
state responsibility for cyberattacks emanating from
their territory.4°

66

Specific international institutions are needed to mon-
itor and respond to cyberattacks, including institutions
and agreements to facilitate communication with actual
or potential adversaries in the event of a cyber-motivated
crisis. The US should work to create an intergovernmen-
tal cyber analogue to Interpol and the IAEA.

Prioritize maintaining the preeminent position
of American and Western companies in the Inter-
net ecosystem. Promote the continued success of US
private-sector companies in global Internet commerce.
Forebear from actions (e.g., extraterritorial data collec-
tion, mandated encryption backdoors, and export con-
trols) that harm US competitiveness, while advancing
actions that allow US companies to operate successfully
in key foreign markets, such as China, India, and the
developing world. Maintaining the vitality of Internet
innovation and entrepreneurship in the US is essential
to advancing our long-run national interests. To do so,
the US government must ensure that American-based
companies have the freedom to compete in the global
economy and the ability to exploit the global economies
of scale and scope, which are essential to commercial
success and economic progress.
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VII. Conclusion and
Summary of Findings

uccess in cyberspace is essential to the defense and
Spromotion of America’s national interests. Digital
technologies determine how many of the processes that
define modern societies operate. The ability to control
how these technologies are used in the present—and to
influence the course of their development in the future—
is a vital element of national power.

In the face of paradigmatic shifts, incumbents often
get left behind. Three times in its history, the US has
managed to avoid that fate, first by mastering modern
sea power, then by understanding (just in time) the
importance of air power, and then by leading the way
into space. In all three cases, America succeeded both
commercially and militarily. The rise of cyberspace
arguably poses the most daunting challenge yet: its
implications are more sweeping, its impact more com-
plex, and its pace more rapid than anything that has
come before.

This report puts forward the beginnings of a compre-
hensive strategy designed to ensure that the Internet
revolution continues to serve America’s national inter-
ests by advancing freedom, security, and prosperity. In
summary, these are the report’s key recommendations:

e Devise an overall strategic plan that is grounded
in the realities of cyberspace itself, including the
rapid pace of change; the importance of economies
of scale and scope; the extent to which it is inte-

e Acknowledge the real and immediate threat to

human freedom that is posed by authoritarian
states’ use of cyber technologies. Take strong and
effective actions to promote the values of liberal
democracy in cyberspace.

Recognize that America’s commercial success in
the Internet ecosystem has been a source of tre-
mendous strategic advantage and that preserving
a level playing field for digital trade—one that fos-
ters competition on the merits—is a vital American
national interest.

Create the private incentives and public capabil-
ities needed to effectively fight cybercrime and
commercial hacking, including the capacity to
engage in enforcement actions throughout cyber-
space—that is, globally.

Embrace the concept of cyber as a new domain
for the projection of power and put in place the
doctrines, capabilities, and resources necessary
to protect our military, governmental, and critical
civilian infrastructure assets.

Do all these things in the service of America’s cen-
tral ideals of liberty and human rights.

grated into modern economies, cultures, and polit- Accomplishing these goals will take courage, imag-

ical structures; and its inherently global nature. ination, and leadership, but America has risen to the
challenge before. We hope these ideas will help it to do

SO again.
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